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NOTICE

This r eport was pr epared by E nergetics I ncorporated, P ace C limate a nd E nergy C enter, and 
Energy a nd E nvironmental A nalysis, I nc., a n ICF I nternational C ompany, i n t he c ourse of  
performing work c ontracted f or a nd s ponsored by t he N ew Y ork S tate E nergy R esearch and 
Development Authority (hereafter "NYSERDA").  The opinions expressed in this report do not 
necessarily reflect those of NYSERDA or the State of New York, and reference to any specific 
product, service, process, or method does not constitute an implied or expressed recommendation 
or endorsement of it.  Further, NYSERDA, the State of New York, and the contractor make no 
warranties o r r epresentations, ex pressed o r implied, as to the f itness f or p articular purpose o r 
merchantability of  a ny pr oduct, apparatus, or  s ervice, or  t he us efulness, c ompleteness, or  
accuracy of  a ny pr ocesses, m ethods, or  o ther information c ontained, described, d isclosed, o r 
referred t o in t his r eport.  N YSERDA, t he S tate of  N ew Y ork, a nd t he c ontractor m ake no 
representation that the use of any product, apparatus, process, method, or other information will 
not infringe privately owned rights and will assume no l iability for any loss, injury, or damage 
resulting f rom, or  oc curring i n c onnection w ith, t he us e of  i nformation c ontained, de scribed, 
disclosed, or referred to in this report. 

ABSTRACT

This report is the f inal deliverable 3 of  the CHP and Critical Infrastructure project conducted 
under NYS ERDA Ag reement Number 9931.   T he pu rpose of t he project is  t o identify and 
recommend t he m ost oppor tune uses f or CHP as a w ay to address critical i nfrastructure 
resiliency in selected end-use sectors in New York State. The report presents both quantitative 
data and in formation regarding CHP technical p otential, in frastructure re siliency factors, a nd 
end-use sector energy demand to identify the sectors with the best opportunities for CHP as a  
hedge a gainst s upply d isruptions in e ither n atural o r m an-made e mergencies.  T he au thors 
recommend specific actions for facility owners and managers of those sectors to take in learning 
about CHP and in developing strategies for using CHP in the future.  
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EXECUTIVE SUMMARY
 

The U .S. e lectric power s ystem i s v ast a nd c omplex, w ith t housands of  m iles of  hi gh-voltage 
cable that serve millions of customers around the clock, 365 days per year.  A lthough normally 
this " instant" s upply o f e lectricity is ta ken f or g ranted, terrorist attacks a nd n atural d isasters 
remind us how dependent we are on electricity and how fragile the grid can be.  Water systems; 
oil and ga s pi pelines; communications s ystems; residential, c ommercial, industrial, a nd 
institutional bui ldings; transportation; health sy stems; emergency ope rations; and nearly ev ery 
other category of critical infrastructure is in some way dependent on electricity.  E lectricity is a 
critical foundation for homeland security. 

Prior t o S eptember 11, 2001, e mergency management pl anning f ocused pr imarily on 
preparedness an d r esponse-that i s, w hat ha ppens a t t he moment of  an e mergency a nd i n t he 
minutes, hour s, da ys, and w eeks t hereafter.  I n t he years s ince 2001 , how ever, the i dea of 
infrastructure r esilience in k ey asse ts, sy stems, an d f unctions-that is, th e a bility to m aintain 
operations d espite a  de vastating event-has b ecome a k ey principle i n d isaster p reparedness. 
Combined heat and power (CHP), a highly efficient form of distributed generation (DG), offers 
the o pportunity to  im prove c ritical infrastructure (C I) re siliency, m itigating th e im pacts o f a n 
emergency by keeping critical facilities running without any interruption in service.  

This is possible because CHP systems, which typically run on gas but can also use biomass and 
other renewable fuels, where appropriate, are not dependent on external supplies of electricity to 
meet b ase l oad r equirements o f t he f acilities t hey ser ve.  I f t he electricity g rid is  im paired, a 
properly configured CHP system can continue t o operate, ensuring an uninterrupted supply of 
power and heat to the host facility.  The installation of CHP systems at select CI facilities could 
increase the ability of these facilities to ride through a prolonged electrical grid outage; and the 
uninterrupted f unctioning o f c ritical f acilities w ould in crease the r esiliency o f t he en tire 
community. The h igh fuel ef ficiency o f CHP systems enables a r eduction in fuel use and a ir 
emissions when compared to separate heat and power systems.  CHP systems often replace grid-
supported electricity with cleaner and more reliable, efficient, and cost effective systems, which 
supply both electricity and heat/cooling under emergency and normal operating conditions.1 

Several C I facilities i n New Y ork al ready h ave C HP sy stems.  F or ex ample, t he Mo ntifiore 
Medical System in the Bronx has a CHP system with total electrical capacity of 10 MW, which 
provides 10 0% of  t he electric a nd t hermal ne eds of  the medical c enter.  D uring t he 2003 
Northeast b lackout, M ontefiore w as r eportedly t he onl y hos pital i n N ew Y ork City a ble t o 
continue no rmal ope rations.  A  850 -kW C HP s ystem a t E lderWood Health C are a t O akwood 
provides both electricity and heat for the nursing home; the system is estimated to yield nearly 
$100,000 in annual energy savings, resulting in a financial payback of six years. 

Although CHP has been adopted by numerous facilities across the state, its unrealized technical 
potential in New York remains quite large.  The technical potential for CHP in New York State 
is defined as the total capacity potential from existing and planned facilities-across all end-use 
sectors-that h ave th e appropriate electric a nd th ermal (o r c ooling) l oad c haracteristics t o 
support a CHP system.  This includes sites that could appropriately use CHP systems but may 

1 It is important that CHP systems be installed at facilities where they can meet both thermal and electricity needs in 
order to maximize fuel efficiency and cost effectiveness. 

1 




 

 
 

 
 

 

 
 

 

 
 

   

    
  

 
 

 

  
 

  
 

   
 

 

 
  

  
 

 

 

 

 
                                                 
  

     
   

not n ecessarily in stall them. Other f actors, su ch as t he cost-effectiveness o f i nstalling su ch a 
system; competing demands; available resources; and specific site requirements, will ultimately 
determine the actual number of sites and the amount of capacity that is installed.  

A recent analysis of CHP technical potential in New York State finds 19,730 potential sites that 
could generate approximately 9,778 MW of electricity.2

From an emergency m anagement/disaster p reparedness p erspective, it is i mportant to 
preferentially employ CHP systems a t critical infrastructure facilities, which play an important 
role in providing or enabling essential services during a crisis event. The National Infrastructure 
Protection Plan (NIPP) identifies 17 CI sectors3, each consisting of multiple sub-sectors. The
NIPP, however, does not specify which of these sectors and subsectors would be most critical to 
maintain during an emergency event that may disable the electric power grid in New York State, 
or which of these sectors represent the best technical candidates for CHP systems.    

An a ssessment o f t he most cr itical en d-use se ctors that m ust b e m aintained in an  em ergency 
requires addressing four categories of consequences for the surrounding community, including: 

• Human umpact - fatalities or injuries that would result if the critical asset is degraded or 
incapacitated

• Economuc umpact - the direct and indirect effects on the economy that could result if the 
critical asset is degraded or incapacitated

• Impact on pucouc coneurpncp or paycooooqucao conapqupncpa - the effect on public 
morale and confidence in national economic and political institutions if the critical asset is 
degraded or incapacitated

• Impact on qorprnmpnt contunuuty - the reduction in the ability of state and local 
governments to deliver minimum essential public services, ensure public health and safety, 
and carry out national security-related missions if the critical asset is degraded or 
incapacitated.

This r eport ranks sp ecific en d-use sectors i n New Y ork S tate according t o their i mportance 
during an e mergency by using t he above cr iteria as w ell as t heir t echnical p otential for C HP.  
Sectors that might serve as p laces of refuge during an emergency have also been identified, as 
this can add importance to some sectors that might not otherwise be highly ranked.  The 
resulting prumary marept apctora include: 

• Hospitals

• Water treatment and sanitary facilities

• Nursing homes

• Food processing and food sales facilities

• Prisons

2 CHP Potential in End Use Sectors in New York State, Energy and Environmental Analysis, Inc. - An ICF 

International Company, April 2008. 

3 An 18th critical infrastructure sector, Critical Manufacturing, was added in 2008.  However, because this sector is
 
not yet well-defined, this report only addresses the 17 sectors originally identified in the NIPP, published in 2006. 
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These are considered high value sectors for CHP investment in New York State. In addition, a 
sixth p rimary m arket s ector, Places o f R efuge, has be en i dentified as be ing critical t o publ ic 
health and safety; many, though not all, places of refuge will also offer good technical potential 
as CHP host facilities.  These facilities, however, will have to be evaluated individually based on 
municipal emergency planning in each jurisdiction.  This sector includes various sub-sectors, as 
follows: 

• Places of Refuge

Schools, colleges, and universities

Armories

Government buildings 

Hotels and convention centers 

Sports arenas 

Other facilities, as appropriate 

A sev enth p rimary sect or, Copmucaoa, i s also i ncluded due  t o t he i mportance of  i ts 
pharmaceuticals sub-sector. 

In addition to the primary market sectors listed above, this report identifies apconrary marept 
apctora. These offer significant potential contributions to community resiliency but do not have 
strong technical potential for CHP.  They include: 

• Gas stations

• Mass transit

• Fire protection

• Police

• Telecommunications

• Banking and finance

• Refrigerated warehouses

Recommended act ions t hat ad dress C HP p otential f or i nfrastructure resiliency i n t he m ost 
highly-ranked end-use sectors include: 

•	 Develop a nd pr esent c ompelling p resentations a nd ot her communications m aterials on
CHP for infrastructure resiliency to be used at meetings of state emergency management
officials

•	 Identify p otential C HP p rojects a t wastewater treatment f acilities, h ospitals, a nd health
care facilities, and schools and universities that may serve as p laces of refuge with CHP
information and ranking results from the analysis in this report

•	 Recommend C HP a udits, f inancial r esources, a nd oppor tunities f or ove rcoming
institutional, f inancial, a nd/or r egulatory obs tacles t o f acility ow ners a nd m anagers i n
these end-use sectors

3 




 

 

 
 

 
    

 
 

 
 

 

 
 

 
 

 

 
 

 

  
 

 

 
 

 

 

  

 

 
   

 
 

   

 

 

   

 

   

 

 

 

 

 

 

   

 

 

   
 

 

                                                 
   

   

•	 Track CHP projects developed in the next 1 -3 years to de termine i f S timulus Funding, 
educational and outreach efforts, and/or direct technical support is having an effect on the 
number of CHP installations in these end-use sectors in New York State 

The following provides de tails on t he high-priority sectors, including their estimated t echnical 
potential and total MW possible, both upstate and downstate;4 National Infrastructure Protection 
Plan (NIPP) sector; explanatory information about their role in  addressing resiliency; and their 
average CHP-CI score. 

C ritic al C overage  T otal  T otal  C omments / Notes F inal  
Infras tructure &  R  eac h  P otential  P otential  S c ore 

S ec tor  S ites  MW (A verage) 

Agriculture and Food processing -
Upstate 

223 394.6 It is necessary to 
maintain electricity in the 
food processing and food 
sales/ supermarkets 
subsectors in order to 
ensure a stable food and 
water supply. Even in a 
very short term outage 
where power would be 
restored to these 
subsectors in a matter of 
days, the appearance of 
a potential food shortage 
could lead to a significant 
loss in public confidence. 

2.75 
Food Production 

Food Processing - 
Downstate 

285 288.1 2.50 

Food Sales/Super- 
markets - Upstate 

1076 193.8 3.00 

Food Sales/Super- 
Markets -
Downstate 

1258 166.7 3.25 

Chemicals Pharmaceuticals 
and other 
Chemicals - 
Upstate 

164 491.6 
The loss of electricity in 
the pharmaceuticals/ 
other chemicals 
subsector would restrict 
the production of certain 
drugs and potentially 
cause casualties. In order 
to determine the harmful 
effects of restricted 
production in other types 
of chemical facilities, it is 
necessary to examine 
site specific details. 

3.00 

Pharmaceuticals 
and Other 
Chemicals - 
Downstate 

308 792.9 3.00 

Drinking Water Water Treatment 
and Sanitation - 
Upstate 

113 102.4 
It is necessary to 
maintain electricity in the 

3.25 
and Water 
Treatment 

4 Downstate market consists of Long Island Power Authority, Consolidated Edison, and Orange and Rockland 
service areas. Upstate is made up of the remainder of the state. 

4 




 

C ritic al  
Infras tructure  

C overage   T otal   
P otential   

T otal   
P otential   

C omments / Notes  F inal   
S c ore  &  R  eac h   

S ec tor   S ites   MW  (A verage)  

Systems Water Treatment 
and Sanitation - 

 Downstate 

 64  70.9 water treatment/ 
sanitation subsector in 
order to ensure a stable 
food and water supply. 
Even in a very short term 

 outage where  power 
would be restored to this 
subsector in a matter of 
days, the appearance of 
a potential water 
shortage could lead to a 

 significant loss in public 
 confidence. 

 3.75 

Places of Refuge Armories - Entire 
State 

 14 1.9  
Government buildings, 
although essential to 
government function, will 
not have a high level of 

 consequence associated 
 with loss of power 

 because such agencies 
 typically have incident 

management programs in 
place for such an 

 instance. 
 

 1.00 

Government 
Buildings, Including 
State Office 

 Buildings and 
Courthouses -
Entire State 

 500  187.0  1.25 

Schools 
(elementary, 
middle, high, and 
technical) - 

 Upstate 

 2099  220.1 

An additional element of 
public safety includes 
maintaining places of 
refuge for evacuated 

 people during an 
 incident. It is important to 

maintain electricity in 
 hotels, schools, colleges, 

and universities since 
some of these units could 
serve as places of refuge 
during an incident. 

 2.00 

Schools  
(elementary, 
middle, high, and 
technical) - 

 Downstate 

 2861  299.4  2.00 

 Colleges/Universiti 
 es - Upstate 

 220  886.4  1.50 

Colleges/Universiti 
es - Downstate 

 209  880.5  1.50 

 Hotels - Upstate  754  267.4  1.75 

 Hotels - Downstate  622  419.1  1.75 

Prisons  Prisons - Upstate  64  301.3   3.50 

5 




 

 
 

 

 
 

 
 

 

 
 

 

  
 

 

  
 

  
 

 

 
 

 

  
 

   
  

 

 
 

 

 

  
 

   

  
 

   

  
 

   

C ritic al 
Infras tructure 

S ec tor  

C overage  
&  R  eac h  

T otal  
P otential  

S ites  

T otal  
P otential  

MW 

C omments / Notes F inal  
S c ore 

(A verage)

Prisons  -
Downstate 

23 69.4 Ensuring the supply of 
electricity to prisons is 
critical to the health and 
safety of vulnerable staff 
and inmate populations.  
In the event of a 
prolonged power outage 
at a prison, should 
backup generators fail, 
the health and safety of 
residents in surrounding 
communities could also 
be at risk. 

3.50 

Public Health and 
Healthcare 

Hospitals (medical 
and psychological) 
- Upstate 

178 267.4 
Hospitals represent a 
subsector that is 
necessary for public 
safety. It is imperative to 
ensure that hospitals 
function during an 
incident to provide 
essential emergency 
response functions. 

4.00

Hospitals -
Downstate 

232 384.8 4.00 

Nursing Homes -
Upstate 

412 309.6 3.25 

Nursing Homes -
Downstate 

383 482.0 3.25 

1.0 INTRODUCTION
 

Hurricane Katrina made landfall in Plaquiemines Parish, Louisiana, at 6:10 a.m. on August 29, 
2005, w ith 130-mile pe r hour  w inds. A storm surge r anging f rom four to 30 f  eet e xtended 
through A labama, T ennessee, F lorida, a nd M ississippi. T he de ath t oll reached over 1,800, 
approximately 450,000 families were left homeless, and damage estimates ran as high as $34.4 
billion.5 The devastation came a s a sh ock to the nation.  The human, e conomic, a nd
psychological impacts were far beyond what anyone could have imagined. During the days and 
weeks following Katrina, which included the subsequent l andfall of  Hurricane Rita, it became 
clear that the emergency planning, response, and recovery systems in place were inadequate. The 
critical in frastructure in the affected states did not ha ve the r esiliency t o bounc e back f rom a 
catastrophic event. 

Critical in frastructure collectively refers t o those asse ts, sy stems, and ne tworks t hat, if 
incapacitated, would have a substantial negative impact on na tional security, national economic 

5 "2005 Louisiana Hurricane Impact Atlas." May 2006. Louisiana Geographic Information Center. 23 Sept. 2008
<http://lagic.lsu.edu/lgisc/publications/2005/lgisc-pub-20051116-00 2005 hurricane atlas.pdff. 
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security, or  na tional publ ic he alth and s afety.6  The  National Infrastructure Protection Plan 
(NIPP) identifies 17 critical infrastructure sectors, each consisting of multiple sub-sectors.7 The 
importance o f r esiliency i n t hese sect ors and t heir s ub-sectors i s c ompounded by t he 
interdependencies b etween t hem. For e xample, hos pitals a nd nur sing hom es, w hich a re 
significant components of  the Public Health Sector, a re dependent on t he Chemical Sector for 
pharmaceuticals. T he C hemical S ector is d ependent o n the T ransportation S ector t o m ove 
supplies and products. The Transportation Sector is dependent on the Energy Sector for gasoline, 
and each of the 17 sectors is in some way dependent on the Energy Sector for electricity.  Many 
examples confirm these interdependencies among critical infrastructure sectors, which is why the 
resiliency of the assets, systems, and functions in these sectors is so important. 

On September 13, 2008, the emergency planning, response, and recovery systems in the United 
States were again tested when Hurricane Ike hit Texas and Louisiana. Although lessons learned 
from K atrina he lped improve m any e lements of  t he e mergency pl anning pr ocess, the energy 
sector was again hit ha rd. A ccording t o the Department of Energy Hurricane Ike Situation 
Reports, over 950,000 customers in Texas and Louisiana were without electricity for at least one 
week and over two million customers were without electricity for at least two days. Customers 
without power included critical infrastructure sub-sectors such as g as stations, schools, grocery 
stores, nu rsing hom es, ba nks, c hemical manufacturers, a nd ot her vital businesses. 8   On  
September 15 , 2008, the National Public Radio website d escribed some o f t he ef fects o f t he 
prolonged power outages from Hurricane Ike on average citizens: 

Maxwell and her neighbor, Audrey Jefferson, said that in addition to dealing with 
the uprooted t rees and flooded streets, i t is difficult to find groceries. The stores 
are nearly empty, they are accepting only cash, and finding gasoline to get there is 
a challenge. 'The only place we could get p aper t owels and marshmallows and 
crackers yesterday was at Target,' Jefferson said. 'And it was wiped out. It was all 
gone.'9 

Without electricity, traffic lights do not function, deliveries cannot be made, and daily functions, 
such as getting cash from an ATM, are impossible. 

This report provides an assessment of how the installation of combined heat and power (CHP) 
systems at critical infrastructure facilities in New York State may strengthen the resiliency of the 
entire community, allowing it to better weather emergency incidents involving prolonged electric 
grid outages of up t o one w eek in dur ation. 10 This report further identifies th ose c ritical 

6 According to the Patriot Act of  2001 Section 1016 (e),  c ritical infrastructure is defined as  "systems and assets, 
whether physical or virtual, so vital to the United States that the incapacity or destruction of such systems and assets 
would have a debilitating impact on security, national economic security, national public health or safety, o r any 
combination of those matters." 
7 There are now 18 critical infrastructure sectors, including the newly established Manufacturing Sector. However, 
this r eport does n ot a ddress the Cr itical M anufacturing S ector, a nd will t herefore only r eference t he 1 7 s ectors 
originally identified in the NIPP, published in 2006. 
8 Department of Energy Situation Reports are available to the public at 
http://www.oe.netl.doe.gov/named event.aspx?ID=20
9 Del B arco, M andalit. "H urricane I ke V ictims L ine U p F or I ce, Water, F ood." 1 5 S ept. 2 008. N ational P ublic 
Radio. 23 Sept. 2008 <http://www.npr.org/templates/story/story.php?storyid=94661941f.
10 One week was selected as being representative of the duration of a grid outage due to a significant natural disaster 
or t errorist a ttack. This does not imply an outside duration o f function for CHP units, which would continue to 
function during a grid outage of any duration, so long as fuel remained available. 
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infrastructure sectors and sub-sectors in New York State that are both good technical candidates 
for C HP s ystems a nd whose uni nterrupted f unctioning d uring a po wer gr id f ailure i s m ost 
critical. Finally, t he report explains h ow t hese p articular s ectors w ere ch osen, discusses t he 
potential contribution o f CHP i n e ach of  t he s elected s ectors, and r ecommends di rections f or 
future activities. 

2.0 WHAT IS CHP? 
Combined heat and power (CHP) systems are a highly efficient form of distributed generation, 
typically de signed t o p ower a  s ingle l arge bui lding, c ampus, or g roup o f f acilities.  T hese 
systems comprise on-site electrical generators (primarily fueled with natural gas, but biomass-fed 
systems may b e f easible i n so me l ocations) that ach ieve h igh e fficiency by c apturing he at, a 
byproduct of e lectricity production that would otherwise be wasted.  The captured heat can be 
used t o pr ovide s team or  hot  w ater t o t he f acility f or s pace he ating, c ooling, a nd va rious 
industrial processes.  Capturing a nd us ing t he w aste he at a llows C HP systems to r each f uel 
efficiencies of up t o 80 %, c ompared w ith t he a verage f uel e fficiency of  45% achieved by 
conventional centralized electric power plants.  This is both environmentally and economically 
advantageous.  CHP systems can use the existing, centralized electricity grid as a backup source 
to meet peak electricity needs and provide power when the CHP system is down for maintenance 
or in an emergency outage. If the electricity grid is impaired, a properly configured CHP system 
will continue to operate, ensuring an uninterrupted supply of electricity and thermal services to 
the host facility.11 

CHP technology can be deployed quickly, cost-effectively, and with few geographic limitations. 
It has been employed for many years, mostly in industrial, l arge commercial, and institutional 
applications. CHP may not be  widely recognized outside these circles, but i t has quietly been 
providing highly efficient electricity and process heat to some of the most vital industries, largest 
employers, urban centers, and campuses in the United States. Figure 1 shows a diagram of the 
CHP process flow. 

Figure 1. CHP Process Flow Diagram 

Critical infrastructure f acilities a re ty pically o utfitted w ith ba ckup ge nerators t o t ake ove r the 
supply o f electricity in the case o f a  g rid failure.  C HP systems o ffer a number o f advantages 

11 In order to provide uninterrupted electric service to the host facility during a grid failure, CHP systems must meet 
specific technical specifications, including black start capability, a generator capable of operating independent of the 
grid, ample carrying capacity, a parallel utility interconnection and switchgear controls (see Appendix C).   
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compared to traditional backup generators.  In some sectors, such as hospitals, the presence of a 
CHP system may not override the necessity of having a backup generator, which is required by 
law. CHP systems, however, provide benefits to their host facilities all the time, rather than just 
during emergencies.  Some advantages that CHP systems have over backup generators include:  

•	 Backup g enerators are seldom u sed an d are s ometimes poorly maintained, s o they can 
encounter problems during an actual emergency; whereas, CHP systems run daily and are 
typically highly reliable. 

•	 Backup generators typically rely on a finite supply of fuel on site, often only enough for a 
few hours or days, after which more fuel must be delivered if the grid outage continues.  
CHP systems have a permanent source of fuel on demand.12 

•	 Backup g enerators may take tim e to  s tart u p after grid f ailure, a nd t his lag t ime, ev en 
though it may be quite brief, can result in the shutdown of critical systems.  Also, in many 
cases, backup generators must be delivered to the sites where they are needed, leading to 
further d elays in  c ritical in frastructure re covery.  C HP s ystems ar e t he p ermanent an d 
primary source of electricity for the site they serve, and if properly sized and configured, 
are not impacted by grid failure.13 

•	 Backup ge nerators t ypically r ely on r eciprocating e ngines bur ning di esel f uel, an 
inefficient a nd polluting m ethod of generating e lectricity. CHP s ystems t ypically bur n 
natural gas, a cleaner fuel, and achieve significantly greater efficiencies, lower fuel costs, 
and lower emissions by capturing waste heat.14 

•	 Backup generators only supply electricity; whereas, CHP systems supply thermal loads as 
well as electricity to keep facilities operating as usual. 

Compared to backup emergency generators, CHP systems are a more reliable, cleaner, efficient, 
and cost effective onsite power supply, which provides electricity and heating/cooling under both 
emergency and normal operating conditions. 

3.0 WHO CAN USE CHP? 
Facilities w here C HP i s ap propriate i nclude t hose t hat h ave access t o a s ufficient vol ume of 
natural ga s or ot her f uel and w here a  s ignificant he ating o r c ooling, as w ell as e lectric, load 
exists. T he heating/cooling load is important for CHP systems to function most economically 
and at hi ghest e fficiency.  O ther t echnical a ttributes m ay a lso be  i mportant w hen c onsidering 
whether a CHP sy stem i s ap propriate f or a  s pecific f acility.  For example, s ynchronous 
interconnection with the electrical grid, which is typical of CHP systems, is currently available in 
many-but not all-areas of New York City (see Appendix B).15   CHP may be a very good f it 
for critical infrastructure sub-sectors such as hospitals, food sales and food processing facilities, 

12 The supply of natural gas is not, in general, dependent on electricity from the grid.
 
13 A s ystem that i s c onnected i n p arallel w ith t he g rid can continue operation e ven when t he g rid goe s down,
 
however t his t ype of  i nterconnection a rrangement c an c ost more t han a  s tandard i nterconnection t hat w ould not
 
allow a CHP system to operate without grid power (see Appendix C). 

14 "Combined Heat a nd P ower: E ffective E nergy S olutions f or a  S ustainable F uture." O ak R idge National 

Laboratory. December 2008. 

15 Those areas where CHP is not currently permitted are undergoing scheduled upgrades by Con Edison, and should 

be suitable for CHP systems within a few years' time.
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Figure 2. CHP System with Backup Responsibility for Critical Loads 
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nursing homes, prisons, and water treatment facilities.  In some cases, CHP systems may also be 
appropriate for places of refuge and chemical and pharmaceutical facilities.    

4.0 WHAT IS REQUIRED FOR A CHP SYSTEM TO DELIVER 
CRITICAL INFRASTRUCTURE POWER RELIABILITY? 

The r equirements for a  CHP s ystem t o deliver power re liability, a s in  a  C I f acility, a re f airly 
straightforward, but they may add some costs relative to CHP in a non-critical facility.  In order 
to ensure uninterrupted operation during a utility system outage, the CHP system must have the 
following features: 

1)	 Black start capability - The CHP system can  use a b attery powered st arting device o r 
another supplemental electricity supply system such as GenSet. 

2)	 Generator capable of operating independently of the utility grid - The C HP el ectric 
generator m ust be  a ble t o c ontinue ope ration w ithout t he gr id pow er s ignal.  H igh 
frequency generators (microturbines) or DC generators (fuel cells) need to have inverter 
technology that can operate the grid independently.   

3)	 Ample carrying capacity - The facility must match the s ize o f the c ritical loads to  the 
CHP generator. 

4)	 Parallel utility interconnection and switchgear controls - The CHP system must be able 
to properly disconnect itself from the utility grid and switch over to providing electricity 
to critical facility loads. 

Figure 2 shows a diagram of a CHP system that is used for power reliability. 

Details of this type of system are discussed in Appendix C. 
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5.0 HOW DOES CHP FIT INTO CURRENT DISASTER 
PREPAREDNESS PLANNING? 

Following the terrorist attacks in 2001, the Northeast blackout in 2003, and natural disasters such 
as H urricane K atrina i n 2 005 and Hurricane I ke i n 2008 , disaster p reparedness planners have 
become increasingly aware of th e n eed to  p rotect c ritical infrastructure facilities and to better 
prepare f or energy em ergencies.  Resilient cr itical i nfrastructures en able a f aster r esponse t o 
disasters when they occur, mitigate the extent of damage and suffering that communities endure, 
and speed the r ecovery of  c ritical functions.  CHP can answer t his need while making energy 
more cost- and fuel-efficient for the user, as well as more reliable and environmentally friendly 
for s ociety a t large. B y in stalling properly s ized a nd c onfigured CHP sy stems, critical 
infrastructure facilities c an e ffectively in sulate th emselves f rom a grid f ailure, pr oviding 
continuity of critical services and freeing power restoration efforts to focus on other facilities.  In 
many cases, the significant increase in fuel efficiency offered by CHP systems signifies that they 
are a sound financial investment, assuming the facility has a significant heating or cooling load 
that can be served by the CHP system. 

The u se o f C HP sy stems for cr itical infrastructure f acilities c an a lso i mprove o verall g rid 
resiliency and pe rformance by r emoving s ignificant e lectrical l oad f rom key areas o f  the grid.  
This is possible when CHP is installed in areas where the local electricity distribution network is 
constrained or where load pockets exist. The use of CHP in these areas eases constraints and load 
pockets by r educing load on t he gr id.  F or this reason, CHP placement should be decided, not 
only based on the conditions and needs of the host facility, but also on the conditions and needs 
of t he l ocal gr id s ystem.  Both facility- and gr id-level assessments sh ould b e p art o f t he 
cost/benefit analysis for any proposed CHP system. 

To ensure continued p rogress t owards addressing grid and c ritical in frastructure resiliency vi a 
technologies such as CHP, improved coordination between government emergency planners and 
the electricity sector must occur.  One necessary tool, which this report seeks to provide, is an 
assessment of risk associated with electricity-dependent, critical infrastructure facilities that meet 
technical criteria for hosting CHP systems. 

6.0 ASSESSING RISK 

Safeguarding the n ation's c ritical infrastructure is  a ddressed in the National Infrastructure 
Protection Plan (NIPP),16 which pr ovides the unifying s tructure f or t he i ntegration of  c ritical 
infrastructure a nd k ey r esources (CIKR) p rotection in to a  s ingle n ational p rogram. Th e N IPP 
specifically addresses the need to prioritize sectors and sub-sectors through risk analysis in order 
to f ocus pl anning; foster c oordination; and s upport e ffective r esource allocation and i ncident 
management, r esponse, and r estoration de cisions.  S ome se nse o f r elative r isk t o a ssets b oth 
between an d w ithin t he 1 7 C IKR sect ors i s necessary f or t he ef fective an d efficient u se o f 
homeland security funding. 

16 National Infrastructure Protection Plan (2006), available at www.dhs.gov/nipp. 
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Assessing r isk across se ctors and s ub-sectors, how ever, is d ifficult complete. T he va riety of 
asset, system, and function types, as well as the multitude of risk assessment methodologies in 
use across the 17 CIKR sectors, has made cross-sector comparisons of risk a p rimary challenge 
for homeland security policy makers. The Department of Homeland Security (DHS) is currently 
developing r isk a ssessment t ools t o f acilitate t hese c omparisons, but f ull de velopment, 
implementation, and data collection for these assessments remain incomplete.17

An e arlier r eport ( included a s A ppendix A to th is re port) compares and ranks CHP technical 
potential for end-use sectors in New York State, including each sector's importance to  c ritical 
infrastructure resilience.18 The focus is on i dentifying those critical infrastructure sub-sectors in 
New Yo rk State where a n i nvestment in electricity s upply re silience w ill m ost s ignificantly 
reduce t he n egative consequences o f an em ergency event t hat d egrades o r incapacitates t he 
statewide electricity g rid.  This assessment is a ligned with a previously c ompleted technical 
analysis of the pot ential for C HP t echnologies in various s ectors in N ew Y ork State.19   Th e 
resulting analytical framework p rovides a m eaningful w ay to  ju dge th e c ritical in frastructure 
resilience b enefits o f i nvestments i n C HP si tes, g iven the ex isting technical c apacity f or th e 
implementation of CHP technologies.   

7.0 CHP AND CRITICAL INFRASTRUCTURE RESILIENCE 
ASSESSMENT TOOLS

Two assessment tools are used to determine which critical infrastructure sub-sectors are the most 
likely candidates for CHP systems, with the ultimate aim of enhancing the resiliency of critical 
services during a worst reasonable case (one week) of electric grid failure. 

The first assessment tool is a ranking of 17 CIKR sectors in New York20, using multiple metrics,
along a range from most to least critical.  T his ranking is intended to determine which services 
are most important to maintain during a natural d isaster o r a man-made attack. Stated another 
way, th is ra nking e stimates th e re lative consequence associated w ith a  d isaster-related l oss of  
electrical se rvice i n e ach sect or.  It d raws fr om t he Department of  H omeland S ecurity (DHS) 
National Infrastructure Protection Plan (NIPP). 

In evaluating the most critical sub-sectors to maintain during an emergency, four categories of  
consequences for the community, aside from site-specific constraints, are considered: 

•	 Human Impact is measured in terms of the fatalities or injuries that could result if the 
critical asset is degraded or incapacitated by the worst reasonable case power outage.

17 See pages 16-17, 23 -24, and 42 -44 of t he DHS Office of Infrastructure Protection Strategic Plan: 2008–2013 
(2007) f or a description of cu rrent ef forts t o co llect, an alyze, an d d isseminate cr oss-sector r isk-risk relevant 
information (available through the DHS Office of Infrastructure Protection).
18 DG/CHP and Critical Infrastructure Security, Task 2 Deliverable under NYSERDA Agreement No. 9931:  Matrix 
of CHP Potential in End Use Sites in New York State with Importance to Critical Infrastructure Resilience, July 14, 
2008 
19 DG/CHP and Critical Infrastructure Security, Task 1 Deliverable under NYSERDA Agreement No. 9931:  CHP 
Technical Potential, Sector Descriptions, Site and MW Data in New York State, April 15, 2008
20 The assessments did not analyze the new Critical Manufacturing Sector. 
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•	 Economuc Impact is measured in terms of the direct and indirect effects on the economy 
(e.g., cost to rebuild asset, cost to respond to and recover from attack, downstream costs 
resulting from di sruption of pr oduct or  s ervice, l ong-term c osts due to e nvironmental 
damage) t hat co uld r esult i f t he cr itical as set i s d egraded o r i ncapacitated b y t he w orst 
reasonable case power outage.

•	 Impact on Pucouc Coneurpncp or Paycooooqucao Conapqupncpa are measured in terms of 
the effect on public morale and confidence in national economic and political institutions 
that could result if the critical asset is degraded or incapacitated by the worst reasonable 
case power outage.

•	 Impact on oorprnmpnt Contunuuty is measured in terms of the reduction in the ability of 
state and local governments to deliver minimum essential public services, ensure public 
health and safety, and carry out  na tional s ecurity-related missions if  the c ritical a sset is 
degraded or incapacitated by the worst reasonable case power outage.

This risk as sessment analytical f ramework a nd s tudy m ethod are described m ore f ully i n the 
Appendix A report. 

The seco nd assessm ent t ool comprises a t echnical an alysis o f t he p otential f or C HP system 
installations in each of the ranked sub-sectors.  The technical potential for CHP has been defined 
as th e total c apacity p otential f rom e xisting a nd n ew f acilities th at a re likely to h ave the 
appropriate electric and thermal (or cooling) load characteristics to support a CHP system.  The 
technical potential figures include all sites, both upstate and downstate, that could support a CHP 
system; how ever, t hey do not  r epresent t he a mount of  c apacity t hat w ill actually enter th e 
market.  O ther factors, such as t he economic feasibility o f installing a CHP system as well as 
specific site requirements and issues, will determine the number of sites and amount of capacity 
that is  ultimately installed.  This analysis of technical potential for CHP in New York State i s 
described m ore fully in the A ppendix A  r eport on C HP pot ential i n c ritical i nfrastructure 
facilities. 

In th is report, th ose s ectors a nd s ubsectors th at s core h ighest in  b oth critical im portance a nd 
technical C HP p otential a re in vestigated f urther to identify sector-specific oppor tunities a nd 
barriers t o t he a doption of  C HP t echnologies.  N ote that specific i nvestment de cisions w ill 
require fa cility- and c ommunity-specific as sessments t hat examine t he co nstraints, co sts, and 
benefits associated with CHP installations at each individual location. 
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8.0 KEY SECTORS FOR USING CHP TO IMPROVE COMMUNITY 
RESILIENCE DURING EMERGENCY ELECTRICITY GRID 
OUTAGES IN NEW YORK STATE 

8.1 Primary CHP-Resiliency Market Sub-Sectors 
The following e nd-use sub-sectors show good t echnical po tential f or i nstalling C HP a nd also 
play an important role in reducing the adverse consequences of emergency incidents that could 
disable th e electricity g rid.  Therefore, t hese a re c onsidered high value sub-sectors for CHP 
investment: 

• Hospitals 

• Water Treatment/Sanitary Facilities 

• Nursing Homes 

• Prisons 

• Food Processing and Food Sales Facilities 

• Pharmaceuticals 

• Places of Refuge 

A summary of both the CHP technical potential and resiliency benefits for each of these six end-
use sub-sectors i s pr ovided be low. A seventh end-use se ctor, C hemicals, is also discussed, 
because of its relatively large technical CHP potential and the possible impact on the production 
of critical drugs by the Pharmaceuticals sub-sector in case of an emergency.  

8.1.1 Hospitals 
About 450 hos pital f acilities i n N ew Y ork S tate h ave the t echnical potential to b e, o r ar e 
currently, served by C HP s ystems.  H ospitals a re k ey players in t he publ ic he alth critical 
infrastructure sector. 

Sustaining hospital operations is always a high priority, but it is perhaps one of the highest and 
most w idely r ecognized pr iorities d uring e mergency i ncidents. It is i mperative to en sure t hat 
hospitals f unction dur ing a n i ncident t o pr ovide e ssential e mergency r esponse services. 
Accordingly, the consequences of a sustained power outage are rated as severe or high (4 or 5 on 
the f ive point scale) for a ll but the impact on gove rnment continuity.  The potential impact of  
power interruptions at hospitals is provided below: 

• Human impact rating: 5 (potential for fatalities and injuries with more than 1,000 deaths) 

• Economic impact rating: 4 (direct or indirect impact of $1 million to $100 million) 

• Public confidence impact rating:  5 (severe) 
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• Impact on government continuity rating: 2 (low)

• Arpraqe Ratunq eor Hoaputaoa SuctSpctor( 4 louqo)

Sustaining hospitals during grid power supply interruptions is already a planning priority.  T he 
emergency pow er r estoration pl ans of  ut ilities place a  pr iority on r estoring pow er t o hos pital 
facilities. All hos pitals now  ha ve ba ckup e nergy s upply systems, of ten di esel ge nerators an d 
boilers f ueled w ith na tural ga s, o il, or pr opane.  These emergency backup generators must be 
maintained for the infrequent occasions when grid power supplies are interrupted.   

Hospitals are good c andidates f or t he i nstallation of  C HP systems be cause h ospital f acilities 
require a  s teady s upply of  e lectricity a nd hot water.  F urthermore, CHP in stallations in  th e 
healthcare industry are not a new and novel idea. Currently, 30 hospital/health care facilities in 
New York State that have installed CHP systems exist, providing about 121 M W of electricity 
generating capacity to serve these facilities (the average system size is  4,000 kW and the median 
size is 536 kW).   

Another 410 hospital facilities, 232 in the downstate region and 178 upstate, with the potential to 
install another 6 52 MW  o f el ectricity g enerating cap acity are located t hroughout N ew York. 
Almost a ll of th ese f acilities w ould require relatively s mall C HP u nits, a bout 4 5 p ercent w ith 
capacity under 1 MW and almost all of the remaining 55 percent in the 1-5 MW range. 

Guaranteeing t he ope ration of  s ervices a t h ospitals i s a vi tal c omponent of  e mergency 
preparedness planning. Y et, the Northeast bl ackout of  A ugust 14, 2003 , highlighted several 
major shortcomings with existing emergency standby systems at hospitals.  Approximately half 
of New York C ity's 5 8 h ospitals e xperienced failures o f t heir emergency backup ge nerators, 
diminishing their capability to provide vital health services during this crisis.21   I n the midst of 
the A ugust 2003 N ortheast b lackout, t he co mments o f D avid P . R osen, P resident o f Jam aica 
Hospital in N ew Y ork City, c ould be  c onsidered s ymptomatic of he althcare i nstitutions 
throughout t he r egion:  "Everybody i s bl owing generators . I 'm shocked a t what I 'm s eeing. 
And I 'm t roubled. F or all t he ye lling a nd s creaming t hat everybody did a fter 9 /11, t here is 
nothing forthcoming to help us shore up this infrastructure."22

By contrast, some hospitals in New York City with CHP systems were able to ride through the 
blackout with little or no discernable problems. Montifiore Medical System in the Bronx has a 
CHP s ystem with total e lectrical capacity of 10 M W w ith t wo s tandby e ngines providing a n 
additional 4 M W o f c apacity. T he initial s ystem was i nstalled in 199 4 a nd c onsists of three 
reciprocating e ngines; a gas tu rbine was ad ded in 2002. During nor mal ope rations, the CHP 
system provides base-load power. The system provides 100% of the electric and thermal needs 
of the medical center while providing service to additional bui ldings on the block. The system 
provides 80% of the electric needs of the block (including the entire medical center) and 100% of 
the t hermal ne eds of  t he bl ock (including cooling).  During t he blackout, Montefiore w as 

21 New York Times, August 16, 2003. 

22 Levy, C. and Zernike, K. The Blackout: Hospitals; Lessons Learned on 9/11 Help Hospitals Respond. New York
 
Times, August 16, 2003.
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reportedly the onl y ho spital i n N ew Y ork C ity t hat c ontinued t o admit patients, perform 
surgeries, and continue normal operations.23 

South Oaks Hospital on Long Island operates a 1.3 MW CHP system, consisting of two dual-fuel 
reciprocating engines, a t i ts campus in Amityville. During the blackout in August 2003, South 
Oaks Hospital never l ost power, while t he area around t he hospital l ost power f or 14 hour s. 
Hospital e mployees w ere not immediately aware o f t he b lackout b ecause they s aw no 
interruption in their service.24 

A leading medical journal has published an article detailing the effects of the August 2003 New 
York C ity h ealthcare delivery s ystem, suggesting several l essons f or d isaster p reparedness 
planning. The authors cite a marked i ncrease in EMS and hospital activity i n the wake of  t he 
blackout. T hey r eport unexpected increases d ue i n l arge m easure t o f ailures o f r espiratory 
equipment i n t he popu lation of  c ommunity-based pa tients. T heir f indings s uggest t hat the 
capacity to respond to public health emergencies could be overwhelmed by w idespread and/or 
prolonged power outages in New York.  They conclude: 

Disaster pr eparedness pl anning w ould be  gr eatly e nhanced i f fully ope rational, ba ckup 
power systems were mandated, not only for acute care facilities, but also for community-
based patients dependent on electrically powered lifesaving devices. 25 

CHP does not serve as a replacement for code mandated emergency power requirements in New 
York S tate. CHP, in addition to emergency generators, however, offers healthcare facilities an 
extra measure of redundancy and resiliency.  The healthcare industry has seen a t rend to install 
more a nd l arger ba ckup ge nerators, e xtending backup pow er w ell be yond w hat i s r equired to 
meet c ritical lif e-safety n eeds.  C HP i n many i nstances w ill b e a m ore eco nomical means o f 
providing greater coverage of these functions at hospital/health care facilities. When capital cost 
decisions ar e ev aluated, p lacing m ore ci rcuits o n a b aseload C HP s ystem an d r eserving a 
minimum amount of power needs to be met by emergency generators may well prove to be more 
economical than simply expanding the size and number of emergency generators at a site.  I t is 
difficult to measure the added security benefits of CHP, but evidence suggests that these benefits 
are real and substantive. 

Despite th e a dvantages o f C HP s ystems f or h ospitals, in stitutional b arriers h ave limited th e 
installation of CHP systems to a relatively small number of large hospitals in New York.  T he 
most s ignificant barriers are high priority competing demands on limited capital resources and 
the relatively higher cost per megawatt of CHP in the smaller size ranges. Certain fixed costs of 
CHP projects do not vary much, or at al l, with system size. This makes smaller-scale projects 
more costly than larger projects on a $/MW basis. For example, a 2003 analysis prepared for the 
U.S. EPA indicated that a typical cost for a 5 MW gas turbine CHP system was $1,010 per kW.  

23 Hedman, Bruce and Carlson, Anne. "Assessing the Benefits of On-Site Combined Heat and Power during the 

August 14, 2003 Blackout." Oak Ridge National Laboratory, 2004.  

www.eere.energy.gov/de/pdfs/chp blackout 081403.pdf (December 12, 2008) 

24 ibid 

25 Prezant, David J. MD; Clair, John; Belyaev, Stanislav MD; Alleyne, Dawn MD; Banauch, Gisela I. MD, MSCR; 

Davitt, Michelle MD; Vandervoorts, Kathy; Kelly, Kerry J. MD; Currie, Brian MD, MPH; Kalkut, Gary MD, MPH.  

"Effects of t he A ugust 2 003 b lackout o n t he N ew York Ci ty h ealthcare d elivery s ystem: A l esson for d isaster 

preparedness." Critical Care Medicine. 33(1) Supplement: 96-101, January 2005.
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For a similar 1 MW system, installed cost was estimated at $1,780 - 76 % more than the per kW 
cost of the 5 MW system.26 

A recently published guidebook, Combined Heat & Power (CHP) Resource Guide for Hospital 
Applications,27 provides background and reference da ta and information for hospital managers 
who ar e considering CHP. Hospital ad ministrators ar e f aced w ith r ising a nd volatile energy 
costs, a n eed f or g reater energy reliability, i ncreasing e nvironmental de mands, a nd s hrinking 
facility bud gets. Evaluating realistic, alternative approaches t o meeting t he f acilities' en ergy 
requirements i n an  eco nomic, r eliable, and e nvironmentally s ound manner is a co nstant n eed. 
The guide provides basic principles and rules-of-thumb regarding the evaluation and suitability 
of the use of CHP systems at hospital facilities. It provides an information toolkit tailored to the 
specific c ircumstances o f N ew Y ork S tate h ospitals, as w ell as d etailed i nformation o n st ate 
regulatory p rocesses (c ertificate o f n eed, s tate a ir p ermitting, a nd s o f orth). It a lso a ddresses 
perhaps the most cr itical i ssue f acing C HP p roject d evelopment at hospitals-the p roblematic 
issue of financing. 

8.1.2 Water Treatment/Sanitary Facilities 
Water treatment systems include water supply, treatment, and distribution as well as wastewater 
collection, treatment, a nd di sposal.28 The U .S. E nvironmental P rotection A gency ( EPA) 
observes: 

Without a reliable drinking water source and the means to safely dispose of waste, 
hospitals will not be able to support a community in need, first responders will not 
be ab le t o f ight f ires, hazardous materials workers cannot take decontamination 
measures, and response workers will not be able to st ay onsite due to a l ack of 
potable water. Ultimately, the economic stability of a city, town, or region may be 
jeopardized without water that is safe to use and drink.29 

It is necessary to maintain electrical service in the water treatment/sanitation sub-sector in order 
to ensure a stable food and water supply. Even in a very short term outage where power would 
be restored to this sub-sector in a matter of days, the appearance of a potential water shortage or 
interruption in sanitation services could lead to a significant loss in public confidence. About 173 
MW of CHP potential at water treatment and sanitation facilities in New York State exist. 

The co nsequences o f a su stained p ower o utage i mpacting t his sec tor ar e r ated a s m oderate t o 
high (3.25 to 3.75 on t he five point scale).  The potential impact of power interruptions at water 
treatment/sanitary facilities is shown below: 

26 U.S. Environmental Protection Agency.  "A Brief Characterization of Gas Turbines in Combined Heat and Power 
Applications." August 2003. 
27 Midwest CHP Application Center, Avalon Consulting, Inc., Energy and Environmental Analysis, and PEA, Inc. 
2007. Combined Heat & Power (CHP) Resource Guide for Hospital Applications. 
www.chpcentermw.org/pdfs/USHospitalGuidebook 111907.pdf (January 5, 2009) 
28 Critical Infrastructure and Key Resources Support Annex. January 2008. Federal Emergency Management 
Agency, Page 31. Available on the Internet at www.fema.gov/pdf/emergency/nrf/nrf-support-cikr.pdf 
29 U.S. Environmental Protection Agency. "Water Sector-Specific Plan Fact Sheet."  December 2007.  Available on 
the Internet at www.epa.gov/safewater/watersecurity/pubs/plan security watersectorspecificplan brochure.pdf 
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•	 Human i mpact ra ting: 3-4 (potential f or h uman fatalities a nd in juries w ith up t o 1,000
deaths)

•	 Economic impact rating: 3 (direct or indirect impact of $100 thousand to $1 million)

•	 Public confidence impact rating: 4-5  (high to severe)

•	 Impact on government continuity rating: 3 (moderate)

•	 Arpraqp Ratunq eor Watpr Trpatmpnt racuoutups SuctSpctor( 3.25t3.75 lmorpratp to 
ouqo)

Seven waste water t reatment facilities i n New York S tate have i nstalled CHP systems, w ith a  
total c apacity of 14.1 MW.   Estimated technical p otential for CHP i s 173 M W  at 177 w ater  
treatment and s anitation facilities across N ew Y ork.  Almost 8 0% of t his cap acity i s at 5 5 
facilities that have a technical capacity in the 1-5 MW range, with the balance in the 100 kW to 
1 MW range.   

Large w aste w ater t reatment f acilities o ffer t he ad ded o pportunity of  us ing t he solid w aste or 
methane generated onsite as a biofuel feedstock for a CHP system.30 

8.1.3 Nursing Homes 
About 840 nursing homes in New York State are or could be  served by CHP systems with an 
estimated technical potential of about 792 MW. Nursing homes are components of the broader 
public health c ritical infrastructure sector, providing life supporting services to the e lderly and 
infirm who require nursing care on an extended basis. Installing CHP systems at nursing homes 
reduces the risk of electric power outages at  facilities that require a st eady supply of heat and 
electricity to maintain their very vulnerable patient population.  T his population i s sensitive to 
cold a nd e xtreme he at and r equires food a nd oftentimes critical h ealth s ervices that r ely on 
electricity. 

The consequences of extended power outages at nursing home facilities is high (4 on t he f ive 
point scale) f or a ll bu t their impact on gove rnment c ontinuity. The p otential i mpact of  power 
interruptions at nursing homes is as follows: 

•	 Human impact rating: 4 (potential for fatalities and injuries with 100 to 1,000 deaths)

•	 Economic impact rating: 4 (direct or indirect impact of $1 million to $100 million)

•	 Public confidence impact rating:  4 (high)

•	 Impact on government continuity rating: 1 (none)

•	 Arpraqp Ratunq ror Nuraunq Homp SuctSpctor( 3.25 lmorpratp)

A large number of nursing homes could be equipped with CHP systems because these facilities 
require a  s teady s upply of  e lectricity a nd hot  w ater, but th e relatively s mall t otal energy 
requirements of these facilities will make installations expensive.  Currently, 42 nursing homes 
in New York State have installed CHP systems, providing a total of about 9.2 MW of electricity 

30 U.S. Environmental Protection Agency Combined Heat and Power Partnership. "Opportunities for and Benefits of 
Combined Heat and Power at Wastewater Treatment Facilities." 2006. 

www.epa.gov/chp/documents/chp wwtf opportunities.pdf  (December 12, 2008). 
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generating c apacity t o s erve t hese f acilities (average c apacity =  210 k W each).  Another 79 5 
nursing home facilities, 383 in the downstate region and 412 upstate, with the potential to install 
another 792 MW o f el ectricity g enerating ca pacity exist i n N ew Y ork. A lmost a ll of  t hese 
facilities would need relatively small CHP units; about three-quarters of them would be sized at 
less than 1 MW capacity and the remaining quarter would be in the 1-5 MW range. 

According to a recent article in Distributed Generation,31 the New York City metropolitan area 
is currently experiencing particularly f avorable c onditions for C HP in stallations in  n ursing 
homes.  The article lists a number of indicators of project viability that are aligned in the New 
York City nursing home market.  These include: 

•	 A favorable spark-spread (i.e., the difference between what it costs to buy power from the 
utility versus generating it onsite); 

•	 Significant heat load (demand for hot water or steam);  

•	 Seasonal heating and heat-fired cooling; 

•	 A mandatory need for power redundancy;  

•	 Multiple incentives programs;  

•	 Availability of innovative technologies; 

•	 Availability of vendors and skilled contractors; 

•	 A supportive public policy; 

•	 Good, inexpensive equipment that matches the niche parameters; and 

•	 Relatively low utility company barriers.  

The article indicates that a number of CHP installers in the New York City metro area are using 
modified compact natural gas-powered reciprocating engines made by Cummins and GM, which 
are easily adapted from their primary use in transportation fleets. These engines are affordable, 
rugged, pre-qualified by  a ir-quality r egulators, a nd i deally s ized f or t he average r esidence of 
about 200-250 beds. 

NYSERDA has l ong recognized the benefits of  s ituating CHP systems a t nur sing homes.  A s 
early as 2002, NYSERDA helped fund the installation of two natural gas engines and one diesel 
engine at ElderWood Health Care at Oakwood.  The 850-kW system channeled recovered heat to 
the existing boiler system and domestic hot water tanks.  When ice storms left more than 45,000 
Western N ew Y orkers w ithout p ower, E lderWood's e lectricity a nd h eat s upplies w ere 
unaffected. T he s ystem was e stimated t o s ave t he f acility ne arly $1 00,000 i n a nnual e nergy 
costs, which would pay off the costs of installation in just six years.32 

8.1.4 Prisons 
This report i ncludes prisons as institutions that represent " critical in frastructure," even t hough 
they are not listed in the NIPP, because i t is in the interest of the state and i ts citizens to keep 
uninterrupted e lectric power on a t all correctional f acilities during an emergency event. New 

31 Engle, D. 2008. A 'Mature' Market. Distributed Generation, V. 6, N. 5.
 
32 NYSERDA, 2002. State Provides $425,000 to Help Senior Care Center Produce I ts Own Power. Press release.
 
www.nyserda.org/Press Releases/press archives/2002/06 24 02.asp (December 12, 2008).
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York S tate maintains 7 0 pr isons, which hous e 62,599 i nmates unde r c ustody as o f January 1, 
2008.33 Each f acility a lso accommodates a co nsiderable n umber o f st aff.  T hese f acilities 
typically have large heating and electric loads, making them good c andidates for CHP systems.  
Altogether, prisons in New York State represent 370 MW of electric load-49 of these are in the 
1-5 MW range, with 19 in the 5-20 MW range and another 19 at less than 1 MW.  Prisons are 
widespread in communities across the state, as shown in Figure 3. 

Figure 3. Correctional Facilities in the State of New York  

Although prisons may not be "critical" in the sense of providing a place of refuge or emergency 
services to the general public, ensuring the supply of electricity to prisons is critical to the health 
and safety of vulnerable staff and inmate populations.  In the event of a prolonged power outage 
at a p rison, should backup ge nerators f ail, the health a nd safety o f r esidents in surrounding 
communities c ould also be at  r isk because t he l oss o f es sential se rvices t o p risoners o r the 
breakdown of  s ecurity measures could result in inmate riots a nd/or escapes.  Such a scen ario 
would carry s ignificant ris ks to  h uman lif e, i nterrupt important gove rnment s ervices, impact 
public confidence, and could result in severe economic consequences.  Thus, prisons score high 
on all four categories of consequences for critical infrastructure, as shown below: 

•	 Human impact rating: 3 (medium) (potential for fatalities and injuries with less than 100 
deaths)

•	 Economic impact rating: 3 (medium) (direct or indirect impact of $100,000 to $1 million)

•	 Public confidence impact rating: 5 (severe)

•	 Impact on government continuity rating: 3 (medium)

•	 Arpraqp Ratunq ror Pruaona( 3.5 louqo)

The potential extent of prison system disruption and threat to prisoner health and safety that can 
result from power outages during a disaster was demonstrated during Hurricane Katrina.  Some 

33 There are also many county jails; however, most of these would likely be too small to make good host sites for 
CHP systems. 
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6,500 pr isoners hous ed a t O rleans P arish P rison w ere left t o w eather t he s torm w ithout 
electricity, food, water, or sanitation as the rest of the city's population fled under a mandatory 
evacuation order and floodwaters rose above eight feet.  E vacuation of the prison took another 
four days; after evacuation, prisoners spent days in scorching heat on the interstate overpass until 
they could be transported to other facilities around the state.  The overload of the state's criminal 
justice and correctional sy stems caused ex treme systemic dysfunction. Criminal t rials d id not 
resume in New Orleans until 10 months after the hurricane.  A year after the storm, the displaced 
prisoners-most of whom were being held on minor municipal charges, such as unpaid fines or 
public dr unkenness-had s till not  be en f ormally c harged, much l ess t ried.34 According t o 
Human Rights Watch, the pl ight of  the New Orleans prisoners at the Templeman facility after 
the prison generators failed and the prison staff fled was among the worst disasters to result from 
Hurricane Katrina.35 

Although a ll New Y ork S tate pr isons ha ve b ackup ge nerators a nd all us ed t hem dur ing t he 
blackout of 2003, CHP systems would provide a much more reliable and uninterruptible power 
source. Additionally, t he s tate ha s a n i nterest i n de creasing t he cost of  m aintaining i nmate 
populations, which could be achieved through the higher fuel efficiency of CHP.  Although no 
New York State p risons currently have CHP systems, the NYC Mayor's Office has expressed 
interest in installing a CHP system at Riker's Island Correctional Facility. 

8.1.5 Food Processing & Sales Facilities 
Food processing an d sal es f acilities ar e components of t he agriculture and food production 
critical sector, which includes the chain of food production processes from farm to consumer.36 

Food processing and sales facilities are the final links in this chain. 

Maintenance of electrical service in the sub-sectors of food processing, food sales/supermarkets, 
and refrigerated warehouses is critical for a stable food and water supply. Even in a very short 
term out age w here pow er w ould be  r estored t o t hese s ub-sectors i n a m atter o f d ays, t he 
appearance of a  pot ential f ood s hortage could l ead t o a s ignificant l oss i n pub lic c onfidence. 
Together the food processing and retail food sales sub-sectors offer a technical potential of more 
than 1,000 additional MW of CHP in New York. 

The ove rall c onsequences of  e xtended pow er out ages o n f ood processing and sales an d 
supermarket facilities is rated in the medium range ( in a  range of 2.5 t o 3.25 on the five point 
scale), but t he r isk as sociated with threats t o publ ic c onfidence is high t o severe ( 4 t o 5).   

34 McIlwain, Amber.  2006. "Abandoned behind bars - Hurricane Katrina's prisoners." The Business Times Online, 
http://business.timesonline.co.uk/tol/business/law/article600447.ece
35 Human Rights Watch, 2005.  "New Orleans: Prisoners Abandoned to Floodwaters." 
http://www.hrw.org/en/news/2005/09/21/new-orleans-prisoners-abandoned-floodwaters 
36 "The National Strategy defines the Food and Agriculture Sector CIKR as the supply chains for feed, animals, 
and animal products; crop production and the supply chains of seed, fertilizer, and other necessary related materials; 
and the post-harvesting components of the food supply chain, from processing, production, and packaging through 
storage and distribution to retail sales, institutional food services, and restaurant or home consumption. In general 
terms, the Food and Agriculture Sector comprises the Nation's agricultural production and food systems from farm 
to table." page 12. U.S. Department of Homeland Security.  Agriculture and Food: Critical Infrastructure and Key 
Resources Sector Specific Plan. May 2007. Available on the Internet at: http://www.usda.gov/documents/nipp-ssp-
ag-food.pdf 
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Ratings of  t he pot ential i mpact of  pow er i nterruptions a t f ood processing a nd f ood 
sales/supermarket facilities are as follows: 

• Human impact rating

Food Processing: 2 (no human fatalities, potential for human injuries) 

Food Sales/Supermarkets: 2 (no human fatalities, potential for human injuries) 

• Economic impact rating

Food processing: 2 to 3 (direct or indirect impact of less than $100,000 to $1 million) 

Food Sales/supermarkets: 3 t o 4 (direct or indirect impact of  $100 t housand to $100 
million) 

• Public confidence impact rating

Food Processing: 4 (high) 

Food Sales/Supermarkets: 5 (severe)   

• Impact on government continuity rating

Food Processing: 2 (low) 

Food Sales/Supermarkets: 2 (low) 

• Arpraqp ratunqa

roor Procpaaunq SuctSpctor( 2.5t2.75 loos to mpruum)

roor SaopaSSupprmarepta SuctSpctor( 3.d rosnatatp anr 3.25 upatatp lmpruum)

Although the critical infrastructure rating is low to medium, the food processing sub-sector may 
offer significant technical potential for us ing CHP to provide on -site power.  Food processing 
facilities have 683 MW of CHP potential, half of which is at large installations (greater than 5 
MW capacity) that provide much higher returns on i nvestment than do small facilities (i.e., 225 
MW of CHP in the range of 5-20 MW and 150 MW of CHP at facilities with a capacity greater 
than 20 MW).  Large food processing facilities also have the potential t o use food waste as a 
biomass feedstock in the CHP system. 

Food sales/supermarkets also offer relatively large total potential capacity (about 360 MW), but 
these facilities would be much smaller in size, all smaller than 5 MW and most in the 100 kW to 
1 MW range.   

NYSERDA a nd t he U .S. D epartment of  E nergy ha ve s ponsored r esearch, de velopment, a nd 
deployment of  CHP a t both food processing and food sales s ites in New York and a round the 
country. One supermarket, the A&P Fresh Market in Mt. Kisco, New York, has been outfitted 
with four m icroturbines and a do uble-effect a bsorption c hiller. The system i s si zed t o m eet 
approximately 50% of the store's load, providing 150 refrigeration tons (RT) of cooling, 950,000 
BTU (950 MBH) of thermal, and 230 k W at 59°F. Other CHP technologies are viable in this 
sub-sector as well.  T he Whole Foods supermarket chain has installed a 200-kW hydrogen fuel 
cell CHP sy stem i n o ne o f i ts C onnecticut stores; th e f uel c ell generates 50%  o f t he s tore's 
electricity and nearly 100% of  i ts hot  water.  T he high e fficiency of  the fuel cell is consistent 
with t he st ore's environmentally p rogressive image.  T he fuel cel l manufacturer, UTC Power, 
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has recently introduced a new 400 kW fuel cell that would supply 100% of the store's electricity 
needs. 

This i s a  l arge sub-sector w ith s ignificant p otential f or C HP.  Additionally some r etail 
supermarket chains have great potential for a standardized system design that could help lower 
up-front costs for installation, a fact that NYSERDA has recognized by initiating a new financial 
assistance program for chain CHP installations. 

8.1.6 Pharmaceuticals Sub-Sector of the Chemicals Sector 
The chemicals sector offers significant t echnical potential for CHP installations.  B ecause this 
sector includes a  di verse gr oup of  sub-sectors, some of  which m ay of fer ve ry hi gh r esiliency 
benefits, it is worth including in the list of critical infrastructure opportunities.  For example, the 
pharmaceuticals sub-sector provides some critical products for human health.  A reduction in the 
ability of  the p harmaceuticals su b-sector to pr oduce or  de liver c ertain drugs could potentially 
result in casualties.  

The availability of some chemical supplies may also impact the ability of other critical sectors to 
function i n e xtended emergencies, e .g., t he water t reatment s ector may be  de pendent o n 
deliveries of chemicals required to sustain safe water supply systems. 

The sector offers 1,284 MW of CHP technical potential. At many sites, CHP facilities would be 
larger th an 5 M W; th is is si gnificant b ecause large C HP systems p rovide h igher eco nomic 
returns to the owner than smaller ones do.  New York State has 35 such facilities with a technical 
potential for CHP larger than 5 MW each, which altogether offer a total technical CHP potential 
of 875 MW. 

Ratings of the potential impact of power interruptions in  the pharmaceuticals sub-sector of the 
chemical sector are as follows: 

•	 Human impact rating - 3 (potential for fatalities and injuries with less than 100 deaths)

•	 Economic impact rating - 3 (direct or indirect impact of $100,000 and $1 million)

•	 Public confidence rating - 4 (high)

•	 Impact on government continuity rating - 2 (low)

•	 Arpraqp Ratunq eor Poarmacputucaoa SuctSpctor oe top Copmucaoa Spctor -  3 
lmpruum)

8.1.7 Places of Refuge 
A variety o f f acilities f rom s everal d ifferent s ectors may be  i dentified as p otential p laces o f 
refuge. A lthough this report does not rank emergency shelters for their contribution as critical 
facilities under the four categories of consequences for a community during power outages, these 
facilities can play a  crucial role in supporting public health and safety.  I n the Northeast U.S., 
power outages during the winter can be life threatening to a large percentage of the population 
who rely on electricity to operate their home heating systems. 
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This i ncludes not  onl y those hom es us ing e lectric he at but  a lso t hose heating w ith ga s or  oi l 
systems that require electricity for heating ignition systems or heat distribution equipment (water 
and a ir c irculators).  Such s cenarios have r esulted i n many people l eaving their homes during 
winter power outages to seek heated temporary shelters. Emergency electric power planners in 
New Yo rk have placed a hi gh pr iority on  r estoring pow er t o e mergency s helters, w hich a re 
viewed as being on par with hospitals in terms of their critical importance.37 

To a l esser degree, electric grid outages during the summer have also resulted in many people 
leaving their homes to seek co oling cen ters. B  ecause o f t he n early u niversal r eliance o f 
residential heating an d co oling sy stems o n el ectricity, power out ages dur ing severe w eather 
events c an displace l arge num bers of pe ople, requiring t he pr ovision of publ ic s helter for 
extended periods of time. 

Facilities that may serve as places of refuge include schools, colleges, and universities; armories; 
government buildings; hotels and convention centers; and sports arenas. These facilities possess 
attributes that suit them for a role as places of refuge.  They can provide accommodations for 
large numbers of people, are widely distributed in communities, and typically possess kitchens 
and sanitary facilities, which are required to sustain people dislocated during a crisis.   
Many of these facilities also have a combination of thermal and electric load that qualifies them 
for the installation of CHP systems (e.g., schools that are used year-round, have air conditioning 
loads, and/or have a heated pool).  For example, 430 college/university sites have been identified 
in New York State where CHP facilities may be technically feasible, with 67 in the 5-20 MW 
range and another 23 with a potential capacity exceeding 20 MW.  In total, schools, colleges, and
universities in New York offer almost 2,300 MW of CHP potential. 38 

Not all facilities identified as emergency shelters, however, are good candidates for CHP. Some
may be too small or lack the combination of thermal and electricity loads necessary to justify an 
investment in a CHP system. 

This report doe s not e xamine h ow many facilities t argeted f or u se as emergency sh elters a re 
good c andidates f or C HP s ystems.  T his w ill r equire t he a ctive pa rticipation of  e mergency 
management planners in communities across New York who are familiar with local facilities that 
are considered good candidates to serve as places of refuge.   

8.2 Secondary CHP-Resiliency Market Sectors or Sub-Sectors 
These market sec tors or s ub-sectors offer s ignificant po tential c ontributions t o community
resiliency but do not have sufficient potential for CHP to justify identifying them as appropriate 

37 Interview s tatements b y M ichael Worden, C hief, Distribution Systems a nd Generation, New Yo rk S tate 
Department of Public of Service. July 2008.  
38 It i s w orth noting t hat 46 NYS c olleges and u niversities a re c urrently s ignatories t o t he American College & 
University Presidents Climate Commitment, meaning t hey ar e co mmitted t o r educing gr eenhouse gas e missions 
from t heir c ampuses a nd i ncorporating s ustainability i nto t heir curricula.  T his c ommitment may provide further 
justification a t t hese i nstitutions for i nvesting i n C HP i nstallations, e specially i f s uch i nstallations provide a n 
opportunity for student involvement and learning.  Co lleges and universities also typically have the ability to raise 
the money necessary to make the initial investment in a CHP system. 
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for i nstallation of  C HP.  Individual cases o f facilities w ithin t hese sect ors or s ub-sectors may 
prove that installation of CHP will offer great value, but the CHP technical potential assessment 
indicates the general potential for such applications will be limited. The seven sectors o r sub-
sectors i n t his gr oup together a ccount f or on ly a bout 27 0 M W o f estimated CHP t echnical 
potential, w hich i s t ypically s pread ove r a large num ber of  s mall, s cattered f acilities.  The 
following sectors or sub-sectors are included in this second group: 

• Gas Stations

• Mass Transit

• Fire Protection

• Police

• Telecommunications

• Banking and Finance

• Refrigerated Warehouses

oaa Statuona play an important role in dispensing fuel supplies for transportation as 
well as sm all emergency generators that many homes keep for emergency si tuations. 
The subsector analysis of emergency risk assigns gas stations a moderate to high rating 
(3.5) but  i ncludes only 48 sites with appropriate t echnical potential fo r CHP. These 
sites, all under a 1 MW capacity, offer a total capacity of 3.1 MW.  F ew gas stations 
have a significant thermal load to be served by CHP systems. 

Maaa Tranaut plays an i mportant r ole i n ke eping communities functioning w ell a nd 
recovering from cr itical em ergencies.  T he su bsector an alysis o f em ergency r isks 
assigns M ass T ransit a hi gh rating ( 4) but i ncludes only nine sites with a ppropriate 
technical p otential f or CHP. These sites offer a t otal c apacity of  4.8 M W.39 The 
relatively small a mount of CHP p otential in t his s ubsector makes mass transit a low 
priority for searching for CHP opportunities to strengthen community resiliency. 

Pooucp Statuona anr rure Protpctuon facilities are necessary for public safety. It is 
imperative to ensure that they function during an incident in order to provide essential 
emergency r esponse operations (resiliency ra ting = 4 ).  They have l imited t echnical 
potential for C HP, ho wever-a to tal of 183 pol ice s tation s ites have a collective 52 
MW o f CHP potential and 236 fire p rotection facilities have a collective 25 M W of 
CHP potential. 

Communucatuona racuoutupa (including the Telecommunications Sub-Sector) are 
critical to community responsiveness during a natural or man-made disaster. Disruption 
of communications services has the pot ential to c ause ne gative cascading economic 
disturbances in the New York State economy (resiliency rating = 4), but the sub-sector 
includes 296 facilities with a total collective CHP potential of only 59 MW. 

39 The MTA has initiated a pilot CHP project at one of its bus depots, and is interested in expanding this to other bus 
depots i f t he pilot i s successful.  S ubway operations, however, ar e not considered practical f or CHP because too 
much electricity is required to power the trains, though the stations themselves don't have a high electric or heating 
load. 
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Baneunq anr runancp disruption has the potential to cause ne gative cascading 
economic disturbances. A power outage in a large financial institution is also likely to 
greatly reduce public confidence in the economy, thereby increasing the cascading 
effects. It is common practice for banking and finance institutions to invest in 
emergency power supplies to sustain operations (resiliency rating = 4); however, only 
80 MW of technical CHP potential exists, spread over some 330 facilities statewide. 

Rperuqpratpr Warpoouapa receive a low to moderate resiliency rating (2.5 to 3) but are 
part of the important agriculture and food production sector. Only about 46 MW of 
capacity spread over 92 si tes st atewide, however, exist in the r efrigerated warehouse 
subsector. 

9.0 SUMMARY AND RECOMMENDATIONS 

Seven end-use sectors in New York State have the potential to use CHP systems to strengthen 
the state's capacity to sustain critical operations during prolonged power system outages (up to 
one w eek).  In  te rms o f their technical p otential f or a dditional CHP and their importance of 
maintaining operations during emergencies, these sectors provide vital resiliency to the economy 
and public safety of the New York. The seven sectors of primary interest include: 

• Hospitals

• Water treatment/sanitary facilities

• Nursing Homes

• Prisons

• Food processing and food sales facilities

• Places of refuge

• Select chemical/pharmaceutical facilities

Each of these seven sectors/sub-sectors offers significant technical potential for installing CHP to 
meet energy needs, and each plays an important role in maintaining essential services during a 
natural disaster or homeland security event. In particular, the role that places of refuge play is a 
critical one in terms of combined heat and power.  Where CHP can be installed at critical sector 
facilities prior to the occurrence of a disaster, the impact of the disaster on the health and security 
of large numbers of citizens of New York will be lessened. 

Institutional and financial constraints continue to stymie combined heat and power projects.  In 
the h ospital sect or, for e xample, institutional barriers h ave lim ited th e in stallation o f C HP 
systems to  a  re latively small n umber o f la rge hospitals in  N ew Y ork.  T he most s ignificant 
barriers are hi gh pr iority c ompeting de mands on l imited capital r esources an d the r elatively 
higher cost per megawatt of CHP in the smaller size ranges. Similarly, a large number of nursing 
homes could be equipped with CHP systems because these facilities require a steady supply of 
electricity a nd hot water, b ut the r elatively small to tal e nergy re quirements o f th ese f acilities 
make installations expensive.  In the food processing and sales facilities sector, the potential for 
CHP is  s ignificant.  S ome re tail s upermarket c hains h ave g reat p otential f or a st andardized 
system design t hat could he lp l ower up -front costs for in stallation, a fact that NYSERDA has 
recognized by i nitiating a  ne w f inancial a ssistance pr ogram f or c hain C HP i nstallations. T his 
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program addresses the institutional and financial barriers inherent in "custom" CHP design and 
installation. 

Other sectors in the "top-seven" offer technical and resiliency potential for CHP, including water 
treatment and sanitary facilities, nursing homes, prisons, pharmaceuticals, and places of refuge.  
All have both CHP potential and could contribute to infrastructure resiliency in New York State.  
Successful application of C HP i n t hese s ectors w ill de pend on br inging the design a nd 
construction costs down, overcoming institutional barriers related to siting, permitting, and utility 
requirements, and e ngaging t he s upport of  de cision-makers w ho bui ld, m anage, a nd ope rate 
these facilities. Emergency management professionals are an additional key group that must be 
engaged in the e ffort, for t hey provide a gateway t o t heir st akeholders who pl ay an important 
role, at the local level, in developing emergency response plans and taking action when needed.  
These professionals are interested in becoming better educated about CHP and distributed energy 
opportunities as a way to address power emergencies. 

Recommended activities include: 

•	 Develop a nd pr esent c ompelling p resentations a nd ot her communications m aterials on 
CHP for infrastructure resiliency to be used at meetings of state emergency management 
officials 

•	 Identify p otential C HP p rojects a t wastewater treatment f acilities, h ospitals, a nd health 
care facilities, and schools and universities that may serve as p laces of refuge with CHP 
information and ranking results from the analysis in this report 

•	 Recommend C HP a udits, f inancial r esources, a nd oppor tunities f or ove rcoming 
institutional, f inancial, a nd/or r egulatory obs tacles t o f acility ow ners a nd m anagers i n 
these end-use sectors 

•	 Track CHP projects developed in the next 1 -3 years to  determine if  S timulus Funding, 
educational and outreach efforts, and/or direct technical support is having an effect on the 
number of CHP installations in these end-use sectors in New York State 
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1.0 Introduction 

Assessing risk across sectors is difficult to do. The variation of asset, system, and function types 
integral to the Nation's system of critical infrastructure, as well as the multitude of risk 
assessment methodologies currently in use across 17 critical infrastructure and key resources 
(CIKR) sectors, has made cross-sector comparisons of risk a primary challenge for homeland 
security policy makers. The Department of Homeland Security (DHS) is currently developing 
risk assessment tools to facilitate these comparisons, but full development, implementation, and 
data collection for these assessments remains incomplete.1 

Until a single method of cross-sector risk analysis is developed and implemented, homeland 
security analysts use a variety of methods to do the necessary work of making homeland 
security investments across the 17 CIKR sectors, as well as among the various assets, 
systems, and functions within sectors. This analysis provides a comparison of risk across 
sectors, and the primary asset types within the sectors, to determine the most efficient way to 
invest in electricity grid resilience through the application of combined heat and power (CHP) 
technologies. The focus is on identifying points in the system of critical infrastructure in New 
York where an investment in electricity supply resilience will most reduce the human, economic, 
psychological, and continuity of government consequences of a homeland security event that 
degrades or incapacitates the electricity grid in New York. Once this assessment is made, the 
results are compared with the technical analysis of the potential for CHP technologies described 
in the Task 1 deliverable of this project (see Appendix) to determine where CHP investments 
can have the most beneficial impact on critical infrastructure resilience in New York.   

Grid resiliency reflects recovery time in case of a disruption, possibility for 'islanding' from the 
grid, and a number of other characteristics that are dependent in large part on the location and 
power situation at buildings and facilities included in this report.  Sectors and sub-sectors that 
are potentially good CHP candidates, as well as important in terms of infrastructure resiliency, 
will be analyzed for grid resiliency on a case by case basis in the Task 3 Report. 

2.0 Notes on Method 

Safeguarding the Nation's critical infrastructure is a government priority addressed in the DHS's 
National Infrastructure Protection Plan (NIPP).2 The NIPP provides the unifying structure for the 
integration of CIKR protection into a single National program. The NIPP specifically addresses 
the need to prioritize sectors through risk analysis in order to focus planning, foster coordination, 
and support effective resource allocation and incident management, response, and restoration 
decisions. Some sense of relative risk to assets both between and within the 17 CIKR sectors 
is necessary for the effective and efficient use of scarce homeland security funding. 

The NIPP defines risk as a function of threat, vulnerability, and consequence, 

R = f (T,V,C), where threat is the likelihood of an incident occurring; vulnerability is the likelihood 
that characteristics of the asset, system, or function will render it susceptible to incapacitation; 
and consequences are the physical, economic, psychological, or government continuity effects 

1 See pages 16-17, 23-24, and 42-44 of the DHS Office of Infrastructure Protection Strategic Plan: 2008 – 2013
 
(2007) for a description of current efforts to collect, analyze, and disseminate cross-sector risk-risk relevant 

information (available through the DHS Office of Infrastructure Protection). 

2 National Infrastructure Protection Plan (2006), available at www.dhs.gov/nipp. 
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of a successful attack or event on the region or Nation.3  In this analysis, we factor in the threat 
to a sector by basing the analysis on a hypothetical worst reasonable case scenario power 
outage of one week. In other words, the threat is assessed as a constant by presuming that a 
homeland security event of a given magnitude has already taken place (in the more formal 
notation, T=1). 

To factor in vulnerability, we look only at those sectors with a significant dependence on 
electricity. While nearly all sectors and subsectors are to an extent dependent on electricity, 
some sectors and subsectors will be more thoroughly incapacitated than others by a disruption 
in the supply of electricity. In order to focus our analysis on the most important sectors, we use 
a threshold analysis and eschew a more granular ranking. That is, sectors and subsectors that 
do not rank highly in terms of vulnerability to a power outage are excluded from further analysis, 
while those that we include are regarded as equal in their vulnerability characteristics (more 
formally, V=1). This allows us to focus on the most important sectors from a grid resilience 
standpoint, without the methodological complications of a detailed ranking of sectors and 
subsectors.  

Finally, we judge consequences for the remaining of sectors and subsectors by ranking from 
one to five the human, economic, psychological, and government continuity consequences of a 
worst reasonable case power outage of one week.4 

Human Impact is measured in terms of the fatalities or injuries that could result if the critical 
asset is degraded or incapacitated by the worst reasonable case power outage: 

1 = No human fatalities or injuries 

2 = No human fatalities, potential for human injuries 

3 = Potential for human fatalities and injuries with less than 100 deaths 

4 = Potential for human fatalities and injuries with 100 to 1000 deaths 

5 = Potential for fatalities and injuries with more than 1000 deaths 


Economic Impact is measured in terms of the direct and indirect effects on the economy (e.g., 
cost to rebuild asset, cost to respond to and recover from attack, downstream costs resulting 
from disruption of product or service, long-term costs due to environmental damage) that could 
result if the critical asset is degraded or incapacitated by the worst reasonable case power 
outage: 

1 = Little or no economic impact 

2 = Direct or indirect impact of $100,000 or less 

3 = Direct or indirect impact $100,000 and $1 million
 
4 = Direct or indirect impact of $1 million to $100 million 

5 = Direct or indirect impact of more than $100 million
 

3 NIPP, page 35.  

4 The NIPP defines consequence as, "the negative effects on public health and safety, the economy, public 

confidence in institutions, and the functioning of government, both direct and indirect, that can be expected if an 

asset, system, or network is damaged, destroyed, or disrupted by a terrorist attack, natural disaster, or other incident" 

(page 35). 
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Psychological consequences are measured in terms of the effect on public morale 
and confidence in national economic and political institutions that could result if the 
critical asset is degraded or incapacitated by the worst reasonable case power outage, 
or Impact on Public Confidence: 

1 = None 

2 = Low 

3 = Medium 

4 = High 

5 = Severe
 

Finally, impact on government continuity is measured in terms of the reduction in the ability 
of State and local government to deliver minimum essential public services, ensure public health 
and safety, and carry out national security-related missions if the critical asset is degraded or 
incapacitated by the worst reasonable case power outage, or Impact on Government Capability: 

1 = None 

2 = Low 

3 = Medium 

4 = High 

5 = Severe
 

The result of this analysis will yield a risk measure that will indicate those critical infrastructure 
sectors or subsectors where critical infrastructure resilience investments can have a significant 
impact by reducing the human, economic, psychological, and government continuity 
consequences of a worst reasonable case scenario event in the most vulnerable sectors.  In 
more formal terms, given a worst reasonable case scenario of a one week power outage, 
infrastructure resilience investments should be made in the selected sectors where R=f(C) is 
highest. 

It is important to note that while every effort has been made to be consistent and rigorous in the 
analysis, judgments of human, economic, psychological, and government continuity impacts are 
necessarily approximate (as are judgments on 'worst reasonable case scenario' and the 
vulnerability of various sectors). While the methodology and rankings here provide solid and 
informed guidance for investments in critical infrastructure resilience, different judgments on 
particular values (or different definitions of the key variables) may change the precise 
investments deemed most beneficial. Regardless, the framework in the following chart - Matrix 
of CHP Potential in End Use Sites in New York State with Importance to Critical 
Infrastructure Resilience - provides a meaningful way to judge the critical infrastructure 
resilience benefits of investments in CHP sites, given the technical capacity for the 
implementation of CHP technologies. 
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1.0 Executive Summary 
Combined heat and power (CHP) has great potential value to critical infrastructure applications 
that are dependent upon electricity.  Critical infrastructure assets across market sectors can be 
insulated from disruption to the grid through the use of CHP and other forms of distributed 
energy. 

The National Infrastructure Protection Plan (NIPP) identifies seventeen (17) critical 
infrastructure sectors that are of concern to national security. Each of these sectors includes 
organizations and institutions that need to be protected from specific threats or incident 
situations. Each of these sectors uses energy, specifically electricity.  Opportunities for using 
CHP vary in each sector and depend on the size and nature of their thermal loads. While the 
potential for using CHP as part of smart infrastructure resilience is good in many critical sectors, 
its actual use has been slowly adopted, in large part a symptom of lack of awareness and 
understanding by end users. To emphasize the resiliency benefits of CHP, one of the goals of 
this task was to pinpoint the critical infrastructure sectors in New York State that have both 
technical and institutional potential for using CHP.  Twenty sub-sectors of the NIPP critical 
infrastructure sectors have been identified as having significant CHP opportunity.  These sub-
sectors include: 

 Food Processing  Water Treatment/Sanitation 

 Food Sales/Supermarkets  Fire Protection 

 Refrigerated Warehouses  Police Stations 

 Banking and Financial Institutions  Gas Stations 

 Pharmaceuticals/Other Chemicals  Armories 

 Schools  Government Buildings 

 College/Universities  Hospitals 

 Hotels  Nursing Homes

 Office Buildings  Mass Transit 

 Telecommunications  Airports 

A number of these sub-sectors are those which have traditionally been excellent candidates for 
CHP in numerous locales across the country.  In fact, CHP has been installed in many of these 
types of facilities throughout New York State, as is described in more detail in Section 2.0 of this 
report. Exhibit 1 illustrates the total technical potential - in terms of total sites and total MWs - 
for CHP in the state, by critical infrastructure sector, and sub-sector, including both upstate and 
downstate locations. 
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Exhibit 1. DG/CHP and Critical Infrastructure Security CHP Technical Potential 

Sector Descriptions, Site and MW Data 


Critical 
Infrastructure 

Sector 

Coverage 
& Reach 

Total Sites Total MW 

Agriculture and Food 
Production 

Food processing - Upstate 223 394.6 

Food Processing - Downstate 285 288.1 

Food Sales/Super- markets - Upstate 1076 193.8 

F ood Sales/Super-
Markets - Downstate 

1258 166.7

 Refrig erated Warehouses - Upstate 47 27.3 

Refrigerated Warehouses - Downstate 45 18.7 

Digesters - No data available 

Banking and Finance Entire State Included 330 80.4 

Chemicals Pharmaceuticals and other Chemicals - Upstate 164 491.6 

Pharmaceuticals and Other Chemicals - Downstate 308 792.9 

Commercial Facilities Schools (elementary, mid dle, high, a nd tec hnical) -
Upstate 

2099 220.1 

Schools ( elementary, mi ddle, hi gh, a nd te chnical) -
Downstate 

2861 299.4 

Colleges/Universities - Upstate 220 886.4 

Colleges/Universities - Downstate 209 880.5 

Hotels - Upstate 754 267.4 

Hotels - Downstate 622 419.1 

Office Buildings - Upstate 2,109 721.0 

Office Buildings - Downstate 4,420 1,675.0 

Communications Telecommunications, including Data Ce nters - Entire 
State 

296 58.9 

Dams Not included 

Defense Industrial Base Not included 

Drinking Water and 
Water Treatment 
Systems 

Water Treatment and Sanitation - Upstate 113 102.4 

Water Treatment and Sanitation - Downstate 64 70.9 

Emergency Services Fire Protection - Entire State 236 25.1 

Police - Entire State 183 52.1 

Energy No data available for oi l and natural gas fac ilities, or 
electricity substations 

Gas Stations - Entire State 48 3.1 

Government Facilities Armories 14 1.9 

Government Buildings, Including State Office 
Buildings and Courthouses  - Entire State 

500 187.0 

Information Technology Not included 

National Monuments and 
Icons 

Not included 

Nuclear Reactors, 
Materials and Waste 

Not included 

Postal and Shipping Not included 
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Critical 
Infrastructure 

Sector 

Coverage 
& Reach 

Total Sites Total MW 

Public Health and 
Healthcare 

Hospitals (medical and psychological) - Upstate 178 267.4 

Hospitals - Downstate 232 384.8 

Nursing Homes - Upstate 412 309.6 

Nursing Homes - Downstate 383 482.0 

Transportation Systems Mass Transit - Entire State 

Maritime, trucking, and rail  - no data available 

9 4.8 

Airports - Upstate 9 1.4 

Airports - Downstate 23 4.1 

TOTAL 19,730 9,778 MW

2.0 Existing CHP Capacity in New York State 
To effectively utilize CHP, a commercial building or industrial facility must have at least a 
portion of its electric and thermal load coincide with the thermal and electric energy available 
from CHP systems. For best economic performance, this coincident thermal and electric load 
should be fairly steady for as many hours per year as possible. A continuous process industry 
with a nearly constant steam demand and electric load is an excellent target; a hospital with 
steady electric and hot water demands is a very good target. Facilities with intermittent electric 
and thermal loads are progressively less attractive as the number of hours of coincident load 
diminishes. 

New York has traditionally been a leading state in terms of CHP installations, due to its focus on 
promoting energy efficiency.  However, there are still many barriers to installing CHP; previous 
studies indicate that only 9 to 25 percent of technical potential capacity will enter the market.  
There are currently 387 sites in New York State with CHP systems, representing 5,795 MW of 
capacity (Exhibit 2).  The majority of this capacuty is in the industrial sector, including food 
processing, paper production, chemicals, and primary metals.  However, the majority of the 
unataooatuona are in smaller commercial applications including schools, hospitals, nursing homes, 
and multi-family buildings. 

Exhibit 2. Existing CHP in New York State 
(All Applications) 

Application # Sites Capacity 
(MW) 

SIC 01: Agriculture 2 56.1 
SIC 02: Livestock 7 2.6 
SIC 13: Crude Oil 1 0.5 
SIC 20: Food 21 170.3 
SIC 22: Textile Products 1 0.3 
SIC 24: Wood Products 5 5.5 
SIC 25: Furniture 1 0.7 
SIC 26: Paper 16 937.2 
SIC 27: Publishing 2 3.8 
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Application # Sites Capacity 
(MW) 

SIC 28: Chemicals 17 578.0 
SIC 30: Rubber 4 348.7 
SIC 32: Stone, Clay, Glass 3 32.1 
SIC 33: Primary Metals 2 1,121.0 
SIC 34: Fabricated Metals 2 56.5 
SIC 35: Machinery 2 7.7 
SIC 37: Transportation Equip 3 241.1 
SIC 38: Technical Instruments 1 55.0 
SIC 39: Misc. Manufacturing 2 143.0 
SIC 4000: Ground Transportation 1 0.2 
SIC 4500: Air Transportation 4 110.8 
SIC 4800: Communications 2 4.7 
SIC 4939: Utilities 7 517.3 
SIC 4952: Wastewater Treatment 7 14.1 
SIC 4953: Solid Waste Facilities 6 124.7 
SIC 4961: District Energy 3 391.0 
SIC 5000: Wholesale/Retail 7 14.4 
SIC 5411: Food Stores 7 1.9 
SIC 5812: Restaurants 1 0.3 
SIC 6512: Comm. Building 8 10.7 
SIC 6513: Apartments 40 96.9 
SIC 7011: Hotels 10 14.8 
SIC 7200: Laundries 3 1.4 
SIC 7542: Carwashes 6 1.6 
SIC 7990: Amusement/ Rec. 13 2.5 
SIC 8051: Nursing Homes 42 9.4 
SIC 8060: Hospital/Healthcare 30 120.8 
SIC 8211: Schools 60 21.2 
SIC 8220: Colleges/Univ. 17 195.0 
SIC 8300: Comm. Services 2 0.1 
SIC 8400: Zoos/Museums 2 3.8 
SIC 8900: Services NEC 4 0.6 
SIC 9100: Government Buildings 5 1.2 
SIC 9700: Military 5 374.2 
SIC 9900: Unknown 3 1.6 
Total 387 5,795.0 

A table summarizing existing CHP installations in the critical infrastructure sectors identified 
above is provided as Exhibit 3. It shows that CHP systems are installed at 254 critical 
infrastructure sites totaling over 2,200 MW of capacity. 
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Exhibit 3. Existing CHP in New York 

(Critical Infrastructure Applications)
 

Application # Sites Capacity (MW) 

SIC 01: Agriculture 2 56.1 

SIC 02: Livestock 7 2.6 
SIC 20: Food 21 170.3 

SIC 28: Chemicals 17 578.0 

SIC 4000: Ground Transportation 1 0.2 
SIC 4500: Air Transportation 4 110.8 

SIC 4800: Communications 2 4.7 
SIC 4939: Utilities 7 517.3 

SIC 4952: Wastewater Treatment 7 14.1 

SIC 5411: Food Stores 7 1.9 
SIC 6512: Comm. Building 8 10.7 

SIC 7011: Hotels 10 14.8 

SIC 8051: Nursing Homes 42 9.4 
SIC 8060: Hospital/Healthcare 30 120.8 

SIC 8211: Schools 60 21.2 

SIC 8220: Colleges/Univ. 17 195.0 

SIC 8300: Comm. Services 2 0.1 
SIC 9100: Government Buildings 5 1.2 

SIC 9700: Military 5 374.2 

Total 254 2,203.4 

3.0 Technical CHP Potential in New York State 

Using previous research results from CHP assessments in New York, and updating these 
assessments with new information for sectors not included in past studies, Energy and 
Environmental Analysis (EEA) has prepared estimates of the technical potential for CHP 
installations in each of the 20 critical infrastructure sub-sectors.  The total technical potential in 
each sector and sub-sector is shown in Exhibit 4. A more detailed table provided in Appendix A 
breaks down CHP potential into the number of sites and MW capacity in each of five size ranges.  
The results indicate that there is technical potential for CHP at more than 19,000 critical 
infrastructure sites representing 9,778 MW of capacity.   

The technical potential for CHP is defined as the total capacity potential from existing and new 
facilities that are likely to have the appropriate physical electric and thermal load characteristics 
to support a CHP system with high levels of thermal utilization.  The technical potential figures 
include all sites that would be able to support a CHP system; however, they do not represent the 
amount of capacity that will actually enter the market.  Other factors such as the economic 
feasibility of installing a CHP system and specific site requirements and issues affect the number 
of sites and amount of capacity that is ultimately installed. The methodology used to develop the 
technical potential estimates is described in Section 4.0. 
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4.0 Methodology 
The basic approach to developing the technical potential is described in this section. 

4.1 	 Identify Existing CHP in the State 
The analysis of CHP potential starts with the identification of existing CHP.  In New York, there 
are 387 operating CHP plants totaling 5,795 MW of capacity.  This existing CHP capacity is 
deducted from any identified technical potential.  

4.2 	 Identify Applications Where CHP Provides A Reasonable Fit to the Electric and 
Thermal Needs of the User 

Target applications were identified based on reviewing the electric and thermal energy (heating 
and cooling) consumption data for various building types and industrial facilities.  Data sources 
include the DOE EIA Commercial Buildings Energy Consumption Survey (CBECS), the DOE 
Manufacturing Energy Consumption Survey (MECS) and various market summaries developed 
by DOE, Gas Technology Institute (GTI), and the American Gas Association.  Existing CHP 
installations in the commercial/institutional and industrial sectors were also reviewed to 
understand the required profile for CHP applications and to identify target applications. 

4.3 	 Quantify the Number and Size Distribution of Target Applications 

Once applications that could technically support CHP were identified, the iMarket, Inc. 
MarketPlace Database and the Major Industrial Plant Database (MIPD) from IHS Inc. were 
utilized to identify potential CHP sites by SIC code or application, and location. The 
MarketPlace Database is based on the Dun and Bradstreet financial listings and includes 
information on economic activity (8 digit SIC), location (metropolitan area, county, electric 
utility service area, state) and size (employees) for commercial, institutional and industrial 
facilities. In addition, for select SICs, limited energy consumption information (electric and gas 
consumption, electric and gas expenditures) is provided based on data from Wharton 
Econometric Forecasting (WEFA).  MIPD has detailed energy and process data for 16,000 of the 
largest energy consuming industrial plants in the United States.  The MarketPlace Database and 
MIPD were used to identify the number of facilities in target CHP applications and to group 
them into size categories based on average electric demand in kilowatts. 

For applications that EEA had not previously identified as target CHP applications (armories, 
banking, fire protection, mass transit, police, telecommunications, gas stations, and government 
buildings), the MarketPlace Database and U.S. Census figures for energy use per employee were 
used to quantify the number of sites for each application.  The MarketPlace data provided the 
number of sites along with the average number of employees for each application.  This data was 
combined with Census figures for average electric use in kilowatt-hours per employee, to 
calculate the total capacity at the sites in each application. 

4.4 	 Estimate CHP Potential in Terms of MW Capacity 
Total CHP potential was then derived for each target application based on the number of 
facilities in each size category.  It was assumed that the CHP system would be sized to meet the 
average site electric demand for the target applications unless thermal loads (heating and 
cooling) limited electric capacity.  The market is divided into two distinct applications and two 
levels of annual load, resulting in four market segments in all.  In traditional CHP, the thermal 
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energy is recovered and used for heating, process steam, or hot water.  In cooling CHP, the 
system provides both heating and cooling needs for the facility.  High load factor applications 
operate at 80% load factor and above; low load factor applications operate at an assumed average 
of 4500 hours per year (51%) load factor.   

5.0 Next Steps - Task 2 Analysis and Report 
The Project Team will identify high-priority CHP market segments from Task 1 that are most 
important in terms of critical infrastructure resilience.  Criteria will be developed and applied to 
the segments, so as to provide deeper insight into those with most importance in terms of 
recovery time; grid resiliency; ability to "island" from the grid; economic benefits; 
environmental impact; and so forth.  Additional criteria, such as each segment's cultural values, 
social or political importance, community importance, etc., will be overlaid.  The Team will 
deliver a report which will include a matrix of end-use sectors that can utilize CHP anr serve to 
enhance infrastructure resiliency. 
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APPENDIX B: NEW YORK METROPOLITAN AREA 

DISTRIBUTED GENERATION INTERCONNECT MAPS
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APPENDIX C: CHP FOR POWER RELIABILITY – SYSTEM 
REQUIREMENTS 

Black Start Capability 

Electric generation equipment cannot be started without an electrical signal.  In most cases, when 
starting a CHP system after a shutdown, the electric grid can be used as the source of this 
electrical signal.  If both the grid and the CHP system are down and not supplying power at the 
same time, however, then the CHP system will need to be outfitted with "black start capability" 
so that it can begin operation.  Similar to the way a car battery is used to start the engine of a car, 
a CHP system needs an electrical signal from a battery located on-site to allow it to start 
operation when the grid is experiencing an outage. 

Generator Capable of Operating Independently of the Utility Grid 

CHP systems that utilize reciprocating engines, gas turbines, or steam turbines as their prime 
mover technologies convert the mechanical shaft power to electricity through the use of an 
electric generator. Two types of generators are used in CHP systems:  synchronous and 
induction. 

Synchronous generators are internally (self) excited generators that do not need the external 
power grid to provide the source of excitation.  They are preferred by CHP owners because the 
CHP system has the potential to continue to produce power through grid brownouts and 
blackouts. It is more complex and costly to safely interconnect this type of generator to the grid, 
as the facility must ensure that when the grid is de-energized, the CHP system can not export 
power to the "downed" grid, which could injure utility personnel or repair equipment.   

Induction generators require an external source of power to operate (i.e. they need the external 
power grid to provide the source of excitation). Induction generators are preferred by utilities 
because the CHP system cannot operate if the grid is de-energized. This ensures that no power 
can be fed into a "downed" grid, ensuring the safety and integrity of the grid and utility service 
personnel. The downside to the customer is that this configuration does not enhance electrical 
power reliability to the customer because if the grid is de-energized, the CHP system shuts down.  
The advantage is that it is simpler and less costly to safely connect to the grid. 

Ample Carrying Capacity 

The traditional optimal sizing strategy for CHP is to meet as much as possible of the 24/7 electric 
loads without having to cycle or export power and without delivering more thermal energy than 
is needed to meet the building cooling loads.  Typically, CHP does not replace the grid-supplied 
power entirely but rather reduces the amount of purchased power by making electricity on-site.  
The thermal energy recovered from CHP may be used for space heating or cooling, process 
heating, or dehumidification.  The goal for CHP is to install the correct size generator to meet 
both thermal needs and electric power requirements, providing the highest CHP system 
efficiency. Power from the local power supplier is usually needed to supplement the CHP 
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system during those times when heating or cooling needs are reduced and the CHP system is 
generating less electrical power. 

Rather than install a diesel backup generator to provide outage protection, a facility can design 
that capability into a CHP system that provides electric and thermal energy to the site on a 
continual basis, resulting in daily operating cost savings.  In this type of configuration, the CHP 
system would be sized to meet the base load thermal and electricity needs of the facility. 
Supplemental power from the grid would serve the facility's peak power needs on a normal basis 
and would provide the entire facility's power when the CHP system is down for planned or 
unplanned maintenance.  The CHP system, however, would also need to be sized large enough to 
maintain critical facility loads in the event of an extended grid outage.   

During the design phase of a CHP system, the proper amount of electrical capacity would need 
to be determined based on the day-to-day electrical needs of the site and the importance of 
having the system provide for all the power needs of a facility during a grid outage.  Using 
traditional system sizing methods, most commercial CHP applications that are highlighted in this 
report would have CHP systems that provide for most, but not all, of the electrical requirements 
of the site. The decision must be made during the design phase of the project whether to a) size 
the system for optimal energy and economic efficiency, as well as designate critical loads to be 
supplied during a grid outage; or b) size the system for all of the site electrical requirements and 
try to export power to the grid or operate at partial load on typical days. 

Parallel Utility Interconnection and Switchgear Controls 

During normal CHP operation, both the traditional electric grid and the CHP system supply 
electricity directly to the facility, and typically no service interruptions occur when switching 
from one source to the other.  This operation mode is referred to as operating in "parallel" with 
the utility. When connecting an on-site generator to a utility grid, the major concerns include the 
safety of the customers, line workers, and general public; integrity of the power grid; protection 
of connected equipment; and the ability of the utility to retain system control.  Proper 
interconnection equipment and design is critical to address these concerns.  An on-site generator 
is not allowed to feed power back onto a de-energized grid, so utilities require interconnect 
designs that ensure CHP systems are disconnected from their grid automatically when they sense 
a grid outage.  In addition, most utilities require that a separate external disconnect switch be 
installed that is accessible by utility personnel to disconnect and lock out the CHP system from 
the grid. Any CHP installation must be reviewed with the local utility to ensure that the utility's 
ability to manage grid operations is not compromised. 

After a CHP system disconnects from the utility grid due to an outage, appropriate switchgear 
and controls are required to isolate and serve critical loads without overloading the generator 
capacity. These critical loads must be isolated from the rest of the facility's non-critical loads, 
which must be shut down during a system outage through the installed switchgear and control 
logic. The switching capability can be designed for manual transfer (providing emergency power 
within several minutes), automatic transfer (providing emergency power in a few cycles to a few 
seconds), or a static transfer system (which provides seamless transfer from the grid to the CHP 
system in a stand-alone mode).  

CHP systems running parallel to the grid can operate in either export or non-export mode.   
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As the name implies, "export" mode allows the host facility flexibility to sell excess power to the 
grid or purchase supplemental power when needed.  This mode allows for more flexibility in 
CHP sizing, but full advantage of the increased reliability of the electric system will not be 
captured, since the CHP system is likely to stop generating and supplying power to the load if the 
grid is de-energized during blackouts and brownouts. 

In "non-export" mode, a CHP system is configured with reverse current relays that prohibit it 
from exporting power to the grid at any time (whether the grid is operating or de-energized).  In 
this situation, the CHP system and grid still simultaneously feed the loads-the CHP system 
feeds the building load and the grid provides whatever power is beyond the capacity of the CHP 
system.  This mode requires the CHP system to operate in the electric load following mode or to 
size the system to never produce more than the required electric load.  Also, should the CHP 
system generate more power than the load requires, the CHP system will be automatically shut 
down; if the grid is de-energized, the CHP system can continue to supply power to the load, 
(uninterrupted and paralleled to the grid) providing the capacity of the CHP system is capable of 
handling the entire load and the CHP system includes a synchronous generator.  Overall system 
reliability is increased because the CHP system backs up the grid (should the grid go down) and 
the grid backs up the CHP system (should the CHP system go down). 

Costs 

Typically, the switchgear and circuiting costs are roughly comparable to what the facility would 
install for a diesel standby system meeting a portion of the facility load; therefore, the 
incremental cost for the CHP system for switchgear, control, and circuiting is included in the 
estimate of the installed diesel gen-set cost.  A facility considering CHP that would not otherwise 
install back-up generation, however, might want to include that function by investing in the 
appropriate switchgear and controls. Typically, such a customer (i.e., one with low to moderate 
outage costs below the threshold of investment for backup), would require only a basic system.   

The additional costs for switchgear and controls for a CHP system depend on the level of control 
and the speed with which the facility needs to have the CHP system pick up the critical loads in 
the case of a utility power outage. Table C-1 describes three levels of protection-manual, 
automatic, and seamless-and site-specific costs for reconfiguring the site wiring and control 
panels to isolate and serve the critical load.  The level of back-up capability and control chosen 
for a CHP system will be directly tied to the value of reliability and risk of outages for the 
customer.  
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Table C-1. Control Costs for Generator Backup Capability40 

Control Time to Equipment Capital 
Level Pick Up Load Required Cost 

Manual Up to an hour � Engine start	 $20-$60 per 
� Manual transfer switch kW 
� Distribution switchgear 

Automatic 5 to 10 cycles when � Engine start $25-$105 
running � Open transition automatic transfer per kW 

switch 
� Distribution switchgear 

Seamless � Engine start	 $45-$170 1/4 to 1/2 cycle 
when running � Closed transition automatic per kW 

transfer switch with bypass 
isolation  

� Distribution switchgear 
Reconfiguring for Not applicable As needed by the site:  $100-$500 
Load Shedding � Design per kW 

� Engineering 
� Rewiring 
� Added electrical panels, breakers, 

controls 

Note: Cost range figures represent estimates for a 500 kW CHP system at the high end and a 3,000 kW CHP system at the low 
end. Cost estimates do not include recircuiting costs, which depend on site needs. 

Manual control requires an operator to isolate the generator to the emergency circuits using 
manual transfer switches.  An automatic transfer switch eliminates the need for operator 
intervention.  The generator is switched to the emergency circuit automatically, a process in 
which the circuit is open for only a fraction of a second (5-10 cycles).  Seamless transfer-most 
often integrated with a full UPS-utilizes a more costly, closed transition, automatic transfer 
switch with bypass isolation.  This switch is a "make-before-break" design that momentarily 
parallels the two circuits before switching.  An isolation bypass switch allows removal of the 
automatic switching mechanism in the case of failure with the ability to then manually switch 
the load. 

40 Adapted from: K. Darrow and M. Koplow, Dual Fuel Retrofit Market Assessment, Onsite Energy Corporation for 
Gas Research Institute, 1998. (Costs escalated at 3% per year for equipment and 6% per year for labor.) 
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